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Do you like to be watched?

If the answer is no, I've got some bad news for you. The Investigatory Powers Bill - commonly known as the
Snooper's Charter - has been passed by Parliament, meaning the government now has the power to examine
and dissect virtually every element of your online life.

Although privacy campaigners and most of the security industry have been up in arms about the Snooper's
Charter, it has met largely with apathy from the general public. That's understandable; mass surveillance is a
difficult concept to fully wrap one's head around, mainly due to the sheer size of it.

It's virtually impossible to comprehend this kind of issue without putting it in some kind of context. When John
Oliver interviewed whistleblower Edward Snowden about similar US surveillance programmes, he used the
analogy of whether or not the government was able to spy on people's "  pics". I'll attempt to do a similar thing
here - although with fewer  references.

Let's say, for example, that you decide to visit a porn website. Under the new laws, the government will be able
to see:

Which site you visited

What time you visited it

What kind of device you visited it from

Which browser or app you used to visit it

Your physical location when you visited it

The same goes for any app that uses the internet. Made a Skype call? Government agents will be able to tell
who you called, from where, for how long and much more. They can tell when you upload photos to iCloud, and
when you open up Instagram. The only limit, an admittedly sizeable one, is that they can't directly read what you
said or wrote.

We've all deleted our internet history at one point or another, but once these laws come into effect, your internet
provider - as well as the provider of any communications service like WhatsApp, Snapchat, and Facebook - will
have to store your entire history for a full year.

Another element of the incoming law now gives the government the right to hack into your devices. That means
they can break into your laptop, tablet or smartphone, go through the data stored on it, or even install keylogger
software that can tell them exactly what you're typing, as you're typing it.

While many (although not all) of the powers outlined in the act require a warrant, many people have raised
questions about this process. For example, in order to access your internet connection records, most
government bodies only need approval from an internal officer within the department, rather than a judge.

In order to hack your computer or phone, a warrant must be issued by a senior official - a chief constable in the
case of the police, or a Secretary of State in the case of spy agencies - and then approved by a special judge.
But that judge will be legally compelled to approve warrants in all but the most extremely unreasonable of
circumstances.

One of the most common arguments is that the end justifies the means, and that this is a small price to pay for
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fighting terrorism. But what about fighting unpaid parking tickets? In order to access your internet records,
agencies must show that they've got a good reason, but while the government lists issues of national security
and public safety as acceptable reasons, it also says that public bodies can look at your internet history for the
purposes of collecting taxes, duties, or any other financial contribution owed to the government. It can also look
at your data in order to serve "the regulation of financial services and markets".

There's an argument that says if you've got nothing to hide, then you've got nothing to fear. The problem with
that is, it's frighteningly easy for governments to move the goalposts, and the definition of 'something to hide' can
change overnight. For example, a part of the Digital Economy Bill, currently being looked at by Parliament, would
ban any websites showing videos of 'non-conventional' sex acts - including spanking and female .

If the government decided not only to ban this kind of content, but also to make viewing it a criminal offence, it
would already have all the tools it needed to track down and arrest you in minutes - all for watching a bit of slap
and tickle.

Systems like this are notoriously vulnerable to abuse, too. Not only would the agencies themselves have to trust
that none of their employees will exploit their access to a vast and comprehensive database of their friends and
families' secrets, they would also have to protect against the legions of hackers that would love nothing better
than to get access to the entire country's internet records.

This is something that has proven notoriously difficult for them in the past; two-thirds of London councils have
suffered data breaches in the last four years, while in the last five years, the police have had more than 2,300.
This is not particularly encouraging when the government is essentially discussing creating a centralised
database of all of our internet activity.

Theresa May is hoping that this bill will pass unnoticed into law; that you will be too busy worrying about Brexit,
and Trump, and your own personal stresses to care about the monolithic and terrifying surveillance apparatus
that is being assembled around you.

Do not let that happen. It may be too late to stop this bill from being passed, but it is not too late to show this
government that we will not consent to having our every action monitored, our every movement filed and our
every conversation logged.

If you believe that privacy is not a luxury and that the government has no right to place innocent people under
surveillance, there are ways to fight back. Donate to privacy groups. Use a VPN. Write to your MPs and elected
officials. Protest.

See related 

Investigatory Powers Bill passes through Parliament
444 MPs push Investigatory Powers Bill forward into House of Lords
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The proposal would force internet service providers to block sites hosting content that would not be certified for
commercial DVD sale by the British Board of Film Classification.
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Web users in the UK will be banned from accessing websites portraying a range of non-
conventional sexual acts, under a little discussed clause to a government bill currently
going through parliament.

The proposal, part of the digital economy bill, would force internet service providers to
block sites hosting content that would not be certified for commercial DVD sale by the
British Board of Film Classification (BBFC).

It is contained within provisions of the bill designed to enforce strict age verification
checks to stop children accessing adult websites. After pressure from MPs, the culture
secretary, Karen Bradley, announced on Saturday that the government would amend
the bill to include powers to block non-compliant websites.

In order to comply with the censorship rules, many mainstream adult websites would
have to render whole sections inaccessible to UK audiences. That is despite the acts
shown being legal for consenting over-16s to perform and for adults in almost all other
liberal countries to film, distribute and watch.

Free speech campaigners labelled the move a
“prurient” invasion into people’s sexual lives. “It
should not be the business of government to regulate
what kinds of consensual adult sex can be viewed by
adults,” said Jodie Ginsberg, chief executive of Index
on Censorship.

Pictures and videos that show spanking, whipping or
caning that leaves marks, and sex acts involving
urination, female ejaculation or menstruation as well

as sex in public are likely to be caught by the ban – in effect turning back the clock on
Britain’s censorship regime to the pre-internet era.

The scale of the restrictions only became apparent after the BBFC, which has since 1984
been empowered to classify videos for commercial hire or sale, agreed to become the

Restricting niche porn
sites is a disaster for
people with
marginalised
sexualities | Pandora
Blake
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online age verification regulator last month. A spokeswoman for the BBFC said it would
also check whether sites host “pornographic content that we would refuse to classify”.

“In making this assessment, we will apply the standards that we apply to pornography
that is distributed offline,” she said. “If a website fails on either of these [age verification
or obscene content] tests then a notification of non-compliance will be sent to the site.”

There is no definitive list of sexual acts proscribed by the BBFC, but many adult film
producers who have worked with the regulator have been forced to cut scenes, said
Jerry Barnett, a free speech campaigner and author of Porn Panic!, which details the
rise of a new pro-censorship movement in the UK.

“Although it is nominally designed to enforce the [Obscene Publications Act] guidelines
of the Crown Prosecution Service, in practice it draws far tighter lines, many of them
inexplicable. The ban on female ejaculation is a particularly strange example,” he said.

The censorship regime has led to bizarre understandings between the producers and
regulators, Barnett said. One is the “four-finger rule”, which limits the number of digits
that can be inserted into an orifice for sexual stimulation.

Even some who back age verification questioned such strict censorship. “It’s mad that
we regulate such material that aren’t even criminal acts,” said Prof Clare McGlynn, an
expert on pornography laws at Durham University and co-founder of the Centre for
Gender Equal Media.

“If we are regulating things like menstrual blood or urination, that’s detracting from a
focus on what I think is really the harmful material, and that would be material around
child sexual abuse, but also around sexual violence,” she added.

There has been no discussion of the censorship provisions of the digital economy bill by
MPs during its committee stage, where debate has largely focused on age verification
rules. But sources within the adult industry seemed aware.

A spokeswoman for MindGeek, one of the world’s biggest pornographic website
operators, said the company expected that structures would be created to “maintain the
rights of adults to view adult content”. She said it was too early to say whether the same
CPS guidance would be in place for the Obscene Publications Act by the time the bill
becomes law.

“Many of the sexual activities prohibited from R18 [the BBFC’s most explicit
certification] are normalised and accepted aspects of healthy sexuality, and are proudly
celebrated by the feminist, queer and ethical porn movements internationally,” she
said.
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Neither the Department for Culture, Media and Sport, which drafted the bill, nor the
BBFC would comment on suggestions that censorship could be relaxed. A spokesman
for DCMS said the government’s aim is to ensure that the same “rules and safeguards”
that exist in the physical world also apply online.

“DCMS has recently indicated that it intends to designate the BBFC as regulator and is
considering the most effective way to implement these measures,” he added.
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A poll found 78% of people supported blocking adult sites that allowed access to under-18s.
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Pornography websites that fail to implement stringent age verification controls could be
blocked from British users after MPs forced the government to strengthen planned
measures to prevent children accessing such content.

The culture secretary, Karen Bradley, said the move would protect children from
“harmful pornographic content” and fulfil a Conservative manifesto promise. Ministers
had previously said such a measure would be disproportionate.

The move has widespread support from child safety campaigners and the general
public. An ICM poll, commissioned by Durham University’s centre for gender-equal
media and published last month, found 78% of respondents backed blocks on adult
websites that allowed under-18s to access their content. Age verification had the
backing of 86%.

The rules, to be enforced by the British Board of Film
Classification, will apply to all websites regardless of
where they are based. The government says they
comply with EU country of origin rules.

Digital rights campaigners, however, say the measure
has no equivalent in any other democratic country,

while free speech advocates say it could be the start of a slippery slope towards ever
greater censorship. 

Together with the online surveillance powers introduced by the Investigatory Powers
Act this week, it constitutes a significant tightening of control over the internet.

Bradley said: “We made a promise to keep children safe from harmful pornographic
content online and that is exactly what we are doing. Only adults should be allowed to
view such content and we have appointed a regulator, BBFC, to make sure the right age
checks are in place to make that happen. If sites refuse to comply, they should be
blocked.

“In fulfilling this manifesto commitment and working closely with people like [MPs]

Sexualised behaviour
in very young children
increasing, say teachers
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Claire Perry and Kit Malthouse, who have worked tirelessly on internet safety issues, we
are protecting children from the consequences of harmful content.”

The measure will be introduced as an amendment to the digital economy bill. It comes
after the Labour MP Louise Haigh introduced her own amendment in the bill’s
committee stage, calling for non-compliant websites to be blocked. She withdrew the
amendment in the face of ministerial opposition, but a new amendment was introduced
by Perry, a Conservative, at the report stage.

It was expected to be passed by a cross-party coalition of MPs after Perry threatened to
split the Tory vote and defeat the government, Haigh told the Guardian.

“[Perry] was obviously feeling a bit feisty and she told them that she was going to divide
the house,” she said. “There was going to be a vote on Monday. She had enough Tory
backbenchers to defeat the government.”

According to the Department for Culture, Media and Sport, the rules will give the BBFC
the power to issue a notice to internet service providers, and those that cover mobile
network operators, to prevent access to websites that have no or inadequate age
verification for pornography. The details of the amendment are still being worked out.

The original bill already gave regulators powers to issue fines of up to £250,000, or 5%
of turnover, while websites outside British jurisdiction would have UK customer
payments via services such as Visa and MasterCard cut off. Ministers were also seeking
cooperation from other services that support websites, such as servers, to clamp down
on those that fail to comply.

Jim Killock, the executive director of the Open Rights Group, which has campaigned
against the blocking of websites, said doing so for online pornography was an
“outrageous” measure that put the UK in the company of countries such as Turkey and
Saudi Arabia.

“It’s clearly because they [the government] think they might suffer a defeat, not because
they think this is a workable policy,” he said. “What it will lead to is the blocking of a
large amount of legal content, and many of those sites will have little or no incentive to
use the UK’s bespoke age verification system, with the result that large amounts of
material will be blocked to UK adults, despite the material being entirely legal to impart
and receive.”

Killock said children, especially teenagers, were
unlikely to find the blocks a barrier to viewing
pornography because “they will find their own ways
around it”.

Teach children about
pornography before
puberty, says Labour
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Jerry Barnett, a free speech campaigner whose book,
Porn Panic!, details an increasingly illiberal attitude

towards pornography in the UK, said he believed the censorship introduced by the bill
would undoubtedly extend beyond its current remit, “partly because the language is
very slippery”.

“Sometimes they say ‘porn’, by which they mean all sex, erotica, etc; but sometimes they
use ‘adult content’, which is a far broader term, and they start going on about knife
sales or self-harm sites, drug information sites,” he said. “And if you look at the BBFC’s
remit, what the BBFC believes it’s here to protect us from, porn is one of a number of
categories.

“Porn, sex and erotica is absolutely the first target, but I can’t see in any way, shape or
form that they won’t extend it because both the BBFC, for video, and Ofcom, for TV,
have given themselves an incredibly broad censorship remit when it comes to child
protection, and porn is just one of the categories.”

Research commissioned by the NSPCC and the children’s commissioner for England
found that the majority of children are exposed to pornography by their early teens.
Fifty-three per cent of 11 to 16-year-olds have encountered it online, of whom 94% saw
it by the age of 14, according to the Middlesex University study.

The NSPCC said a generation of children was at risk of being “stripped of their
childhoods” through exposure to pornography at a young age.
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The ID checks would pass through an ‘anonymising hub’, stripping identifying information in both directions of the
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Britons may soon face identity checks to access adult material on the internet,
according to discussions between Whitehall and the private sector.

A scheme proposed by the pornography industry would see adult sites verifying visitors’
identity with organisations such as banks, credit reference agencies or even the NHS.

It comes ahead of an expected new law demanding age checks for online pornography
and threatening a block on any sites which don’t comply. It is a key Conservative pledge
and has widespread support. But critics say the plans are a privacy nightmare. Some
warn they are a step towards Chinese-style internet restrictions.

“This is cutting-edge censorship,” said Myles Jackman, a lawyer specialising in
obscenity law. “We are now becoming the world leaders in censorship. And we are
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being watched very closely from abroad.”

The adult industry is trying to anticipate a new law with a national standard for age
checks. The Digital Policy Alliance, which acts for online companies, suggests using
information “already on file across central and local government … and/or the private
sector”.

“Nobody in the UK wants a centralised identity
database,” said Dr Rachel O’Connell, an online child
safety expert advising the DPA. “The way around that is
that Royal Mail knows who you are, your mobile
operator knows who you are.”

Adult websites would offer visitors a choice of identity
providers – from Vodafone to the Department for Work
and Pensions – to vouch for their age, O’Connell said.
The user would sign in to the provider with a username
and password, and a check would be run against the

data it holds.

To boost privacy, checks would pass through an “anonymising hub”. This strips
identifying information in both directions of the request. In theory, the provider never
knows the reasons for the checks, and the site never knows users’ true identities, just
that they are over 18.

British-based sites have had to make stringent age checks since 2010, using credit
cards, the electoral roll and credit reference agencies. “It’s a quite intrusive means of
identifying age,” said Chris Ratcliff, chief executive of Portland TV, which runs
Television X. Many customers simply go elsewhere, he said. He sees the new scheme as
an improvement.

But critics warn against any system linking use of pornography websites to identity.
Jerry Barnett, a free-speech campaigner and author of the Sex & Censorship blog, said
any such system must make detailed records of web-browsing history.

“And we know that privacy in such cases is often breached by accident, by hackers, or
secretly by the police and intelligence services,” Barnett said. “This is the state, yet
again, intervening in people’s private lives for no reason other than good old British
prurience and control-freakery.”

The Conservatives made age verification for online
pornography a key part of their election pitch. Checks
would “stop children’s exposure to harmful

Tories promise to
enforce age limits on
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sexualised content online,” the Tory manifesto
vowed. “Websites that do not put them in place will
be blocked,” Sajid Javid, then culture secretary,
added in an election campaign Facebook post.

The law will be an easy win for the new government, even with a slim majority. Few
politicians would oppose child protection. Chris Bryant, Labour’s culture spokesman,
has already accused the Tories of being slow to act.

Ratcliff, a key member of the DPA’s age verification working group, expects action by
the end of the year. O’Connell also sits on the UK Council for Child Internet Safety,
which advises the government. She is ensuring that the DPA plan is circulated there.

According to Tory proposals, a regulator would have the power to block sites that don’t
use stringent enough checks. Observers believe this will be the Authority for Television
on Demand (Atvod), which currently enforces age-check and obscenity rules on UK
streaming video sites.

Barnett pointed out that age checks can only work with “draconian” levels of
censorship. “I don’t believe Atvod’s plans can be achieved without drastically changing
the face of the internet,” he said. Neither the US nor most EU states have gone so far.

Overblocking is also a fear. Facebook has been criticised for censoring pictures of
nursing mothers. Filters introduced by British ISPs since 2013, which users have to ask
to remove, have blocked sex education sites and even refuges for victims of domestic
abuse.

The legal situation is also confused. Ratcliff said it was unclear whether new rules
would make content not behind age filters illegal. Jackman added: “As a matter of
international law, I don’t understand how it can possibly work. And I don’t understand
how it can work under the Obscene Publications Act. It’s just being made up as they go
along.”

Britain’s pornography industry has a lot to gain from the government’s plans, critics
point out. Tough regulation and stiff competition from abroad have taken their toll on
the industry. If overseas sites were blocked it would be boom time for homegrown
pornographers.

But foreign web companies are beginning to pay attention, too. Luxembourg-based
Mindgeek, which controls the market-leading Pornhub network, joined the DPA’s
discussions a fortnight ago. Mindgeek claims as much as 60%-70% of Britain’s audience
for streaming pornography, Ratcliff said.

online pornography
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“The important thing now is that it’s going to be a level playing field,” Ratcliff said.
“Quite how these foreign websites are going to be brought to task, and how quickly they
are going to bring it in, I don’t know.”
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The Investigatory Powers Act was passed on Thursday.
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A bill giving the UK intelligence agencies and police the most sweeping surveillance
powers in the western world has passed into law with barely a whimper, meeting only
token resistance over the past 12 months from inside parliament and barely any from
outside.

The Investigatory Powers Act, passed on Thursday, legalises a whole range of tools for
snooping and hacking by the security services unmatched by any other country in
western Europe or even the US.

The security agencies and police began the year braced for at least some opposition,
rehearsing arguments for the debate. In the end, faced with public apathy and an
opposition in disarray, the government did not have to make a single substantial
concession to the privacy lobby.

US whistleblower Edward Snowden tweeted: “The UK has just legalised the most
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extreme surveillance in the history of western democracy. It goes further than many
autocracies.”

Snowden in 2013 revealed the scale of mass surveillance – or bulk data collection as the
security agencies prefer to describe it – by the US National Security Agency and the
UK’s GCHQ, which work in tandem.

But, against a backdrop of fears of Islamist attacks, the privacy lobby has failed to make
much headway. Even in Germany, with East Germany’s history of mass surveillance by
the Stasi and where Snowden’s revelations produced the most outcry, the Bundestag
recently passed legislation giving the intelligence agencies more surveillance powers.

The US passed a modest bill last year curtailing bulk phone data collection but the
victory of Donald Trump in the US presidential election is potentially a major reverse
for privacy advocates. On the campaign trail, Trump made comments that implied he
would like to use the powers of the surveillance agencies against political opponents.

The Liberal Democrat peer Lord Strasburger, one of the leading voices against the
investigatory powers bill, said: “We do have to worry about a UK Donald Trump. If we
do end up with one, and that is not impossible, we have created the tools for repression.
If Labour had backed us up, we could have made the bill better. We have ended up with
a bad bill because they were all over the place.

“The real Donald Trump has access to all the data that the British spooks are gathering
and we should be worried about that.”

The Investigatory Powers Act legalises powers that the security agencies and police had
been using for years without making this clear to either the public or parliament. In
October, the investigatory powers tribunal, the only court that hears complaints against
MI6, MI5 and GCHQ, ruled that they had been unlawfully collecting massive volumes
of confidential personal data without proper oversight for 17 years.

One of the negative aspects of the legislation is that it fails to provide adequate
protection for journalists’ sources, which could discourage whistleblowing.

One of the few positives in the legislation is that it sets out clearly for the first time the
surveillance powers available to the intelligence services and the police. It legalises
hacking by the security agencies into computers and mobile phones and allows them
access to masses of stored personal data, even if the person under scrutiny is not
suspected of any wrongdoing.

Privacy groups are challenging the surveillance powers in the European court of human
rights and elsewhere.
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Jim Killock, the executive director of Open Rights Group, said: “The UK now has a
surveillance law that is more suited to a dictatorship than a democracy. The state has
unprecedented powers to monitor and analyse UK citizens’ communications regardless
of whether we are suspected of any criminal activity.”

Renate Samson, the chief executive of Big Brother Watch, said: “The passing of the
investigatory powers bill has fundamentally changed the face of surveillance in this
country. None of us online are now guaranteed the right to communicate privately and,
most importantly, securely.”

Trump’s victory started speculation that, given his warm words for Vladimir Putin, he
might do a deal with the Russian president to have Snowden sent back to the US where
he faces a long jail sentence. Snowden has lived in Russia since leaking tens of
thousands of documents to journalists in 2013.

But Bill Binney, a former member of the NSA who became a whistleblower, expressed
scepticism: “I am not sure if the relationship a President Trump would have with
President Putin would be bad for Snowden.

“In Russia, he would still be an asset that maybe Putin would use in bargaining with
Trump. Otherwise, Snowden does have a large support network around the world plus
in the US and Trump may not want to disturb that. Also, I think any move to get
Snowden out of Russia and into US courts would also open up support for at least three
other lawsuits against the US government’s unconstitutional surveillance.”

This article was amended on 19 November 2016. The act has not yet received royal
assent, as stated in an earlier version.
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The judges said both the collection and holding of personal data breached people’s right to privacy.
Photograph:
Andrew Bret Wallis/Getty Images
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British security agencies have secretly and unlawfully collected massive volumes of
confidential personal data, including financial information, on citizens for more than a
decade, senior judges have ruled.

The investigatory powers tribunal, which is the only court that hears complaints against
MI5, MI6 and GCHQ, said the security services operated an illegal regime to collect vast
amounts of communications data, tracking individual phone and web use and other
confidential personal information, without adequate safeguards or supervision for 17
years.

Privacy campaigners described the ruling as “one of the most significant indictments of
the secret use of the government’s mass surveillance powers” since Edward Snowden
first began exposing the extent of British and American state digital surveillance of
citizens in 2013.

The tribunal said the regime governing the collection of bulk communications data
(BCD) – the who, where, when and what of personal phone and web communications –
failed to comply with article 8 protecting the right to privacy of the European
convention of human rights (ECHR) between 1998, when it started, and 4 November
2015, when it was made public.

It added that the retention of of bulk personal datasets (BPD) – which might include
medical and tax records, individual biographical details, commercial and financial
activities, communications and travel data – also failed to comply with article 8 for the
decade it was in operation until it was publicly acknowledged in March 2015.

“The BPD regime failed to comply with the ECHR principles which we have above set
out throughout the period prior to its avowal in March 2015. The BCD regime failed to
comply with such principles in the period prior to its avowal in November 2015, and the
institution of a more adequate system of supervision as at the same date,” the ruling
concluded.
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The ruling comes as the House of Lords is debating the final stages of the investigatory
powers bill – the snooper’s charter – which will put the security services’ mass digital
surveillance on a clear legal footing for the first time.

Diane Abbott, the shadow home secretary, said the ruling was “a sharp reminder” that
the “draconian bill” – which Labour has abstained on so far – needed amending to
ensure that surveillance powers should not be lightly handed over to the security
services without greater accountability.

The investigatory powers bill will put mass digital surveillance activities on a clear legal
footing for the first time since Snowden’s disclosure.

Chaired by Mr Justice Burton, the IPT ruling revealed that security agency staff had
been sent internal warnings not to use the databases containing the vast collections of
information to search for or access details “about other members of staff, neighbours,
friends, acquaintances, family members and public figures”.

It also revealed concerns within the security agencies about the secretive nature of their
bulk data collection activities.

In February 2010, a Mr Hannigan, then of the Cabinet Office, wrote: “It is difficult to
assess the extent to which the public is aware of agencies’ holding and exploiting in-
house personal bulk datasets, including data on individuals of no intelligence interest …
Although existing legislation allows companies and UK government departments to
share personal data with the agencies if necessary in the interests of national security,
the extent to which this sharing takes place may not be evident to the public.” It is not
clear from the ruling if this is Robert Hannigan, who went on to run surveillance agency
GCHQ from 2014.

The campaign group Privacy International said the ruling showed that despite this
warning internal oversight failed to prevent the highly sensitive databases being treated
like Facebook to check on birthdays, and “very worryingly” on family members for
“personal reasons”.

The IPT ruling included the disclosure from an unpublished 2010 MI5 policy statement
that the BPDs included material on the nation’s personal financial activities. “The fact
that the service holds bulk financial, albeit anonymised, data is assessed to be a high
corporate risk, since there is no public expectation that the service will hold or have
access to this data in bulk. Were it to become widely known that the service held this
data, the media response would most likely be unfavourable and probably inaccurate,”
it said.

The legal challenge centred on the acquisition, use, retention and disclosure by the
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security services of BCD under section 94 of the Telecommunications Act 1984 and the
use of BPDs under a variety of legal powers. The tribunal noted the highly secretive
nature of the communications data regime, saying “it seems difficult to conclude that
the use of BCD was foreseeable by the public when it was not explained to parliament”.

Mark Scott, of Bhatt Murphy Solicitors, who was instructed by Privacy International in
the legal challenge, said: “This judgment confirms that for over a decade UK security
services unlawfully concealed both the extent of their surveillance capabilities and that
innocent people across the country have been spied upon.”

Millie Graham Wood, legal officer at Privacy International, said: “[The ruling is] a long
overdue indictment of UK surveillance agencies riding roughshod over our democracy
and secretly spying on a massive scale.”

She said the use of BCD carried huge risks. “It facilitates the almost instantaneous
cataloguing of entire populations’ personal data. It is unacceptable that it is only
through litigation by a charity that we have learnt the extent of these powers and how
they are used.

“The public and parliament deserve an explanation as to why everyone’s data was
collected for over a decade without oversight in place and confirmation that unlawfully
obtained personal data will be destroyed.”

Privacy International said the judgment did not specify whether the unlawfully
obtained, sensitive personal data would be deleted.

A government spokesperson said the ruling showed that the regimes used to hold and
collect data since March and November 2015 respectively were legal.

“The powers available to the security and intelligence
agencies play a vital role in protecting the UK and its
citizens. We are therefore pleased the tribunal has
confirmed the current lawfulness of the existing bulk
communications data and bulk personal dataset
regimes.

“Through the investigatory powers bill, the
government is committed to providing greater transparency and stronger safeguards
for all of the bulk powers available to the agencies.”

Abbott said the disclosure of unlawful activity was shocking: “No one is above the law
and the security services must be held to account on this. This scandal also has wider
political implications,” she said adding that the bill places “far too much power in the
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hands of the police and politicians without judicial oversight and diminishes the rights
of the citizens”.

“I myself have been a victim of unjustified surveillance over a number of years. To this
day I have been given no indication as to whom approved this surveillance and why,”
she said.
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The need for online privacy has never been
more important - 8 VPN services tried and
tested
If your business needs privacy and security over the network, than you need to
consider Virtual Private Networking (VPN) - but they're also handy for anyone
working out of the office, letting you connect to the internet and your corporate
network without letting snoopers or hackers see what you're up to. 

VPNs offer security via encryption, giving your traffic a private tunnel and
therefore offering anonymity and privacy - to a greater degree, at least, than
surfering without such protection. Plus, depending on the VPN in question, you
can appear to be visiting from a different country, helping to defeat geo-blocks or
simply see if your site is reachable to overseas visitors or where it ranks in local
search tools. 

No surprise then, that there's so many different VPN services on offer, each with
different features. We've examined eight VPNs, looking at their feature set, how
effective they are, their performance, and their pricing to help you choose the right
service for you and your business. We've split our roundup into two sections: the
first highlights VPNs with free versions, while the second is the more expensive
set, with no free trial or free version.

How we tested
To assess each VPN's performance we installed its PC client within a Windows 10
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case the host experienced no packet loss, allowing us to measure any losses
through the VPN.

Within each VM we also used speedtest.net to compare broadband speeds before
and after connection to the VPN. We should stress that the number of variables
involved means that these tests can only provide an indication of how well each
service might perform.

With each service connected in turn, we checked the DNS configuration using the
extended test at DNSleaktest.com. Here it's ideal to see only servers owned by
the VPN provider itself: the presence of any third-party server probably means
that anonymised and aggregated DNS requests are being passed on by the
service. A server belonging to your ISP is likely to mean that DNS traffic is leaking
outside of the VPN altogether - a red-flag for anonymity.

To test the stealthiness of each service we conducted the extended test at
Whoer.net, which would help reveal potential problems such as a blacklisted IP
address, or other issues which might give away your use of a VPN. Typically
these include mismatches between system and ISP time zones, or between ISP
and DNS territories. Again, we should stress that many variables can affect the
results we saw here: we experienced variations even between servers belonging
to the same VPN service. 

We tested how well each service could defeat geoblocks by connecting to a US
server and attempting to view US content on Netflix. Where necessary we tried
multiple servers and enabled any additional features that might help, such as
Smart-Play in NordVPN. For each service we also tried to view iPlayer content
when connected to a UK point of presence. Our results here confirm that content
providers are successfully barring access from many known VPN servers. It's an
ongoing battlefront, however: we'd be wary of assuming that a service we found to
work will continue to do so, and vice-versa.

Best free VPNs

Avast SecureLine

SecureLine is an easy to use VPN, but it's not cheap, and it doesn't

offer the best protection 

Pros: Simple app; Good territory range

Cons: Limited options; Failed DNS leak test; Expensive
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There's a seven-day free trial, after which a one-year, one-computer licence
costs £45 (inc VAT), or £15 on mobile platforms. It's simple to install, and simple
to connect either to your nearest server, or specify one of the 27 available
locations where you'll appear to be located. The Americas and Europe dominate,
with Asia-Pacific choices comprising Hong Kong, Melbourne, Singapore and
Tokyo. 
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Avast primarily sells the service on security scenarios, such as the ability to
secure wireless traffic for mobile workers, and also says that it doesn't log traffic –
although we believe that it does log IP addresses, timestamps and bandwidth. Its
website mentions geoblocking benefits, but while our simple iPlayer test worked,
Netflix US content didn't. While Whoer.net reported only minor configuration
issues, DNS tests showed that we were still querying our ISP's servers: while the
traffic we were exchanging may have been secured, a hacker on the same
network – or our ISP – could generate a record of the sites we were visiting.

With AES256 encryption, SecureLine should be adequate to protect sensitive
traffic on public networks, and its range of locations ought to defeat some location
blocks. It's rather expensive, however, given its lack of advanced features and
protection.

Summary

Rating: 3/5

Price: Seven-day free trial; £45 inc VAT

Platforms: Windows, Mac, Android, iOS

Publisher site: https://www.avast.com/en-gb/secureline-vpn#pc

Hide My Ass! 

A huge range of servers and many security features makes Hide My

Ass a fair choice 

Pros: Unrivalled geographical coverage; No P2P blocking; Advanced options

Cons: Some logging; Uses third-party DNS; Quite expensive

Hide My Ass (HMA) offers a huge number of servers, spanning 221 territories at
the time of our review. It's owned by UK limited company Privax, which is
reassuring in some ways, although the UK is a member of the five-eyes
surveillance group of countries. Subscribers can use two devices or a supported
router. There's no free trial, but there is a free browser-based version.
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HMA's Windows client isn't especially attractive, but it does present you with a lot
of information and options. You can quickly select country and server, choose
OpenVPN or PPTP protocols, and view the session output as you connect.
Advanced options include scheduled IP address changes to help mask your
activity further, and secure IP binding to prevent critical apps connecting outside
of the VPN. The load-balancing feature connects to the less busy servers in your
chosen location.

We measured packet loss of about 3%, but there was no noticeable performance
impact, and in most sessions HMA made little dent in our bandwidth. Whoer.net
detected a possible VPN connection through WebRTC, but no other issues, while
DNSleaktest.com showed that the service was using OpenDNS rather than its
own servers. Bandwidth is unlimited and P2P traffic is not blocked, but despite the
range of servers, we couldn't find one that worked with Netflix US or iPlayer
content. Overall this is a well-specified, but pricey service, and at the time of our
review its geo-unblocking performance was poor.
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Summary

Rating: 3/5

Price: Free browser version; £57 inc VAT

Platforms: Windows, Mac, Android, iOS
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TunnelBear

Cute, cheap and mostly effective, Tunnelbear is a VPN suited to

individuals and micro-businesses 

Pros: Cheap licence covers five devices; Mostly fast and effective

Cons: DNS configuration could be better; Limited stealth; Enough with the bear
puns

Apple ditched skeuomorphism with iOS 7, but TunnelBear didn't get the memo: all
wood-effect and switches, the PC app looks like it belongs in 2013. Worse, there's
a constant mauling from bear references, such as the cutesy Little (free), Giant
(monthly) and Grizzly (yearly) subscriptions – each covers five devices, and at
$50 (£35) the latter is remarkably cheap. The twenty territories available comprise
quite a balanced global spread. 

TunnelBear offers in-browser plug-ins for Chrome and Opera, but doesn't allow
router configuration. The app is thin on advanced options, but the Windows and
iOS versions include the option to block websites that use tracking for analytics,
advertising or social profiling. There's a further option to automatically connect the
VPN when an unsecured Wi-Fi connection is detected.
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Despite a packet loss of around 2%, TunnelBear appeared to have little impact on
our connection speed. Using it we were able to view content from Netflix US, but
P2P traffic is blocked altogether. We were also less enthused about its
stealthiness: DNSleaktest.com showed that it was using Google servers to resolve
addresses, and a mismatch between the DNS and server locations tipped
Whoer.net off to the fact we were probably using a VPN. While TunnelBear isn't
bad overall, it could be more stealthy. Plus its app aesthetics quickly get old and
the ursine corporate personality can be tough to bear.
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Summary

Rating: 3/5

Price: $50 (£35 approx.)

Publisher site: https://www.tunnelbear.com/
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“ 
The #ipbill has

passed both Houses of

Parliament. Soon, a

record will be kept of

every website you

ever go to. That

should worry you.
—
Julian Huppert

(@julianhuppert)

November 16,

2016 ”

The controversial bill, also known as the Snooper's Charter, has now been passed by
both houses of Parliament, and is expected to receive Royal Assent before the end of
2016.

It will force internet service providers (ISPs) to store people's web history data
(known as Internet Connection Records, a list of websites you visit, but not the
individual webpages you click on) for up to a year.

Spy agencies will also be granted the power to collect bulk personal datasets,
including information of people not suspected of any criminal activity. They will
also be permitted to undertake large scale hacking operations, though they must first
obtain a warrant from the secretary of state.

It is set to become law before the end of the year, in order to replace the expiring
Data Retention and Investigatory Powers Act (DRIPA), which came into force in
2014.

DRIPA was ruled unlawful by the High Court last October, which said it was
incompatible with the European Human Rights Act, but the European Court of
Justice subsequently issued guidance contradicting this.

While MPs and Lords have passed the Investigatory Powers Bill, privacy
campaigners have railed against the would-be legislation.

Open Rights Group executive director Jim Killock said: "The IP Bill will put into
statute the powers and capabilities revealed by Snowden as well as increasing
surveillance by the police and other government departments. There will continue to
be a lack of privacy protections for international data sharing arrangements with the
US. Parliament has also failed to address the implications of the technical
integration of GCHQ and the NSA.

"While parliamentarians have failed to limit these powers, the courts may succeed.
A ruling by the Court of Justice of the European Union, expected next year, may
mean that parts of the bill are unlawful and need to be amended."

Julian Huppert, the former Liberal Democrat MP for Cambridge, added: "Soon, a
record will be kept of every website you ever go to. That should worry you."

Privacy action group Liberty, meanwhile,
appeared to threaten court action.

Policy director Bella Sankey said: "The
passage of the Snooper's Charter through
Parliament is a sad day for British liberty.
Under the guise of counter-terrorism, the
state has achieved totalitarian-style
surveillance powers – the most intrusive
system of any democracy in human
history. It has the ability to
indiscriminately hack, intercept, record,
and monitor the communications and
internet use of the entire population.

"Liberty has fought tooth and nail against
this terrifying legislation, but the paucity
of political opposition has been
devastating. The fight does not end here.
Our message to Government: see you in
court."
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Executive Summary 
 

The job of the police is to protect us and in a digital society that also means protecting our data. We 

need to be able to trust those in authority with our personal information, unfortunately that trust is 

being regularly undermined.  

Safe in Police hands? shows that between June 2011 and December 2015 there were at least 2,315 

data breaches conducted by police staff. Over 800 members of staff accessed personal information 

without a policing purpose and information was inappropriately shared with third parties more than 

800 times. Specific incidents show officers misusing their access to information for financial gain and 

passing sensitive information to members of organised crime groups. 

The findings of the report reveal a number of types of data breach from improper disclosure of 

information, accessing police systems for non-policing purposes, inappropriate use of data and 

accessing data for personal reasons. Data is the driving force of society now, any of the examples 

highlighted pose a threat to the privacy and security of individuals.  

Digital by default is the future for the country.  In response to this the levels of data the police 

handle will increase.  Whilst there have been improvements in how forces ensure data is handled 

correctly this report reveals there is still room for improvement.  Forces must look closely at the 

controls in place to prevent misuse and abuse.  With the potential introduction of Internet 

Connection Records (ICRs) as outlined in the Investigatory Powers Bill, the police will be able to 

access data which will offer the deepest insight possible into the personal lives of all UK citizens. 

Breach of such detailed information would be over and above the extent outlined in this report.   

In light of this and the extended findings of our report we propose five policy recommendations.  

These recommendations will address concerns we have with the increased levels of data the police 

will have access to, they also propose more stringent methods of dealing with data breaches 

including a move towards error reporting and notification for the individual whose data has been 

breached and they ask in light of the recent vote to Brexit that the forthcoming General Data 

Protection Regulations are adopted despite our separation from the European Union.   

Our recommendations are:  

1. The introduction of custodial sentences for serious data breaches. 

2. Where a serious breach is uncovered the individual should be given a criminal record. 

3. The mandatory reporting of a breach that concerns a member of the public. 

4. The removal of Internet Connection Records from the Investigatory Powers Bill. 

5. Adoption of the General Data Protection Regulations. 

These recommendations, we believe, will help give members of the public reassurance that their 

personal information will be kept secure, those handling it know what their responsibilities are, any 

misuse of it will be punished and you will be informed if your data has been breached or misused. 
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Key Findings 
 

All figures for the period 1st June 2011 – 31st December 2015 unless otherwise stated  

 In the past 5 years there have been 2,315 breaches in police forces, including the following:  

 

o 869 (38%) instances of inappropriate/unauthorised access to information   

o 877 (38%) instances of inappropriate disclosure of data to third parties.   

 

 25 cases involved misuse of the Police National Computer 

 

 1283 (55%) cases resulted in no disciplinary or formal disciplinary action being taken. 

 

 297 (13%) cases resulted in either a resignation or dismissal.  

 

 70 (3%) cases resulted in a criminal conviction or a caution.  

 

 258 (11%) cases resulted in either a written or verbal warning  
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Notable Incidents 

 
Cleveland Police  

- A special constable was dismissed for passing confidential information in relation to a 

detainee to a relative.  

Metropolitan Police 

- An officer found the name of a victim amusing and attempted to take a photo of his driving 

licence to send to his friend via snapchat. The officer resigned during disciplinary action.   

Essex Police  

- An officer has been suspended and is under investigation for abusing his position to form 

relationships with a number of females. It is suspected that he carried out police checks 

without a policing purpose.  

Greater Manchester Police 

- An officer informed an individual they were to be arrested. In response management action 

was taken. 

Merseyside Police 

- An officer inappropriately shared information. Allegation that officer has breached force 

confidentiality by attending a fellow officer’s house and informing him that a sex offender 

lived in his road.  As a result of his actions the information was passed to a third party 

outside the organisation 

North Yorkshire Police  

- Unidentified officer left paper file containing sensitive data in raided property. No action was 

taken as the officer could not be identified.   

South Yorkshire Police 

- It is alleged that whilst off duty, an officer has used mobile device to conduct a check on a 

vehicle. In response advice was given to the officer in question.  

South Wales Police  

- An officer was dismissed without notice for photographing and disseminating restricted 

documentation for personal gain.  

Dyfed Powys Police 

- An officer passed a USB device to a member of the public. It contained sensitive police 

information, including intelligence reports, emails and public information letters relating to 

crime. In response informal action was taken by the force.  



 

6 
 

Policy Recommendations 

 

1. The introduction of custodial sentences for serious data breaches. 

Existing penalties for serious data breaches are not a strong enough deterrent.  Anyone found guilty 

of a serious breach should be subject to a potential custodial sentence.  

Making the breach of Section 55 of the Data Protection Act 1998 (DPA) punishable with a custodial 

sentence already exists in the form of Section 77 of the Criminal Justice and Immigration Act 2008. 

Enacting this currently dormant piece of legislation would show that the Government is serious 

about safeguarding people’s privacy in a data driven society.  

The introduction of custodial sentences as a punishment for serious data breaches was recently 

supported by the Culture, Media and Sport Select Committee in their June 2016 report Cyber 

Security: Protection of Personal Data Online.  The Committee were clear in their recommendations 

that “it would be useful to have a full range of sanctions including custodial sentences.”  They went 

on to support the calls for Section 77 and Section 78 of the Criminal Justice and Immigration Act to 

be enforced.  The Committee are in a long line of supporters, including the Information 

Commissioner’s Office (ICO), the Justice Select Committee, the Home Affairs Select Committee, the 

Science and Technology Committee, the Joint Committee on the Draft Communications Data Bill, 

Lord Leveson in the Leveson Review and Stephan Shakespeare in his 2013 independent review of 

public sector information. 

2. Where a serious breach is uncovered the individual should be given a criminal record. 

At present people who carry out a serious data breach are not subject to a criminal record. They 

could resign or be dismissed by an organisation only to seek employment elsewhere and potentially 

commit a similar breach. In organisations which deal with highly sensitive data, knowing the 

background of an employee is critical. 

3. The mandatory reporting of a breach that concerns a member of the public. 

We expect the police to properly protect the information they hold about us. When this fails we 

should have a right to know what has happened and why. Whenever a breach occurs the people 

affected should be informed as soon as possible – should the breach have occurred as part of an 

investigation, the error notification should take place within 90 days of the investigation being 

completed. This will allow the person to take action to mitigate the breach and seek redress.  

4. The removal of Internet Connection Records from the Investigatory Powers Bill 

The scale of breaches within police forces should pose major questions regarding the plans to allow 

police officers access to even more personal information through Internet Connection Records 

proposed in the IP Bill. The information the police will have access to under these powers is vast. 

Police forces are already struggling to keep the personal information they can access secure. It is 

clear that the addition of yet more data may just lead to the risk of a data breach or of misuse.   
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5. Adoption of the General Data Protection Regulations. 

Data protection law will be a fundamental part of keeping people and businesses safe.  The 

Information Commissioners Office have been clear that if the UK wants to trade with the Single 

Market “on equal terms” data protection standards “would have to be equivalent to the EU’s General 

Data Protection Regulation framework” which will begin in 2018.   

A weakening of data protection law post Brexit would put the UK at risk, in terms of trade, security 

and data privacy. The General Data Protection Regulations would provide a comprehensive, forward 

thinking approach to data protection which would the UK would be wise to adopt.   
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Data Protection and the Police 
 

The Data Protection Act 1998 

The Data Protection Act 1998 (DPA) governs how personal data should be gathered, stored and used 

responsibly. The Act defines what “personal data” is and presents eight data protection principles 

which ought to be adhered to.  In short information should only ever be collected for “legitimate 

purposes”, it must only ever be used for specified and lawful purposes, should not be kept longer 

than is necessary and should be protected from unauthorised or unlawful processing loss, 

destruction or damage.   

Data used by the police can be acquired without the consent of the individual but the police are still 

required to adhere to Section 55 of the Act which makes it an offence to unlawfully obtain personal 

data.  However, the most severe penalty which can be issued under Section 55 is a maximum fine of 

£500,000. 

Big Brother Watch, alongside many other bodies, has long called for custodial sentences to be 

introduced into the Data Protection Act to address the weakness of Section 55.  Custodial sentences 

would provide a real deterrent to those who misuse personal information. Whilst fines may appear 

to be adequate, there is a broad opinion that they are not strong enough to stop someone 

intentionally breaching the Act. Furthermore they do very little to raise awareness amongst staff 

about the impact a breach can have on an individual.  

The ability to change this has already been legislated for. Under Section 77 of the Criminal Justice 

and Immigration Act 2008 Ministers can amend the DPA to give the courts the option of handing 

down custodial sentences of up to 2 years for the most serious offences. 

Police and Personal Information  

The repeated shortcomings of the police when it comes to keeping personal information secure are 

well publicised by both the press and in commissioner reports.   

Examples of high profile cases include the failure of the British Transport Police to properly 

implement a system of deletion for out of date records, resulting in almost 11,000 intelligence 

reports not being removed and 10,000 boxes of personal information being held in archives1.  

Kent Police were fined £100,000 in March 2015 after leaving hundreds of evidence tapes and 

additional documents at the site of an old police station. The breach was only discovered after an 

officer visited the new owner of the premises and discovered them by accident. In a similar incident 

South Wales Police were fined £160,000 in May 2015 for losing a video recording which formed part 

of the evidence in a sexual abuse case. Due to a lack of training the loss went unreported for two 

years.   

 

                                                           
1
 BBC News, ‘Poor’ British Transport Police data ‘risks safety’, 19

th
 January 2015: 

http://www.bbc.co.uk/news/uk-wales-30847519  
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In his last report the former Biometrics Commissioner painted a picture of confusion within the 

police when he revealed that Officers and staff routinely don’t understand their responsibilities to 

personal information, and that data is being deleted before time or retained longer than permitted.  

Police and Facial Biometrics  

Most of us imagine data to be written information but images are classed as data also.  The 

unregulated uploading of custody photos by the Metropolitan Police to the Police National 

Computer caused outrage in February 2015. The revelation made in the Science and Technology 

Committee’s Biometrics report led to the then Biometrics Commissioner warning that “hundreds of 

thousands” of innocent people were now on the database2.  The Committee called for regulation3, 

but at the time of publication no moves towards regulation have been made by the Home Office and 

images are still being uploaded, with facial biometric methods being increasingly used at large scale 

public events including music festivals such as Download in Leicestershire. 

Police and Data Protection  

The police are under a statutory responsibility to comply with the Data Protection Act 1998.  The 

College of Policing are clear that data protection is a “core requirement to support effective policing”.   

It is mandatory that all police and civilian staff receive a basic level of data protection training the 

extent of that training is not clear. Further training is provided should an individual’s data 

responsibilities increase.  

It is not a mandatory requirement for the police to report data breaches to the Information 

Commissioners Office. Guidance has been produced by the Information Commissioners Office to 

help forces decide when it may be appropriate to report an incident. In addition many forces 

prepare their own internal guidance and procedures for such an event. 

The Investigatory Powers Bill  

The Investigatory Powers Bill was laid before Parliament in March 2016, following detailed scrutiny 

of a draft Bill published in 2015.   

The Bill as a whole will give the intelligence agencies, police and other bodies’ access to greater 

levels of personal data and information. A number of powers such as equipment interference (better 

known as hacking) and the bulk collection of our communications data have been avowed. Only one 

new power, the collection of Internet Connection Records (ICRs) has been created.  

ICRs are the retention of the websites we visit by our telecommunications services for 12 months. 

Not only will they list the websites a person has accessed but they will show when and what device 

was used as well as enabling IP address resolution – a power which many think would be possible if 

the UK invested in updating the current IP address technology.   

 

                                                           
2
 BBC News, ‘Innocent people’ on police photos database, 3

rd
 February 2015: http://www.bbc.co.uk/news/uk-

31105678  
3
 Science and Technology Committee, Current and future uses of biometric data and technologies, 25

th
 

February 2015, p. 34: http://www.publications.parliament.uk/pa/cm201415/cmselect/cmsctech/734/734.pdf  
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It has been argued by the Home Secretary Theresa May MP, that ICRs are the modern day 

equivalent of a phone bill. A description which has been roundly derided; a phone bill details the 

process of a one to one communication, whereas ICRs by the very nature of the internet detail one 

to many communications.  

The websites we visit can reveal a wide range of information about use; including our health and 

finances, our sexuality, race, religion, age, location, family, friends and work connections. 

The legislation requires the telecommunications services subject to a technical capability notice to 

create systems capable of retaining the Internet Connection Records for 12 months. The companies 

must make this information available to law enforcement agencies on request in a readable format; 

so even if the information has been encrypted there will be a requirement to decrypt the data so it 

can be read.  This runs counter to the promises made by many companies including Apple and 

WhatsApp who encrypt users communications as standard.  

Currently no other European or Commonwealth country requires the storage of web data in this 

form.  No evidence has been presented to show why the UK is a special case or needs these powers 

more than any other country; the Government have expressed enthusiasm at leading the way with a 

new system. However they won’t be the very first, a similar system was built and used in Denmark in 

2007; it was abandoned after 7 years when it failed to provide any useful results. Plans to 

reintroduce it were scrapped because of spiralling costs4.  

The power to collect, store and for the police to subsequently seek a warrant to access our online 

activity would create another vulnerability to our personal data and personal lives. The failure of the 

Government to demonstrate the need for the power means that there are no tangible benefits to 

set against the negative impact the power would have on our privacy.

                                                           
4
 EDRi, Danish government postpones plans to re-introduce session logging, 23

rd
 March 2016: 

https://edri.org/danish-government-postpones-plans-to-re-introduce-session-logging/  
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Information.  

1 Staff 
Accessed police systems for a 
non-policing purpose. Police 
Information.  

Misconduct meeting – 
first written warning 

No  No  

1 Staff 
Inappropriately revealed 
sensitive information to a 
third party. Police Information  

Gross misconduct 
meeting – Final 
written warning 

No  No  

Cambridgeshire 
Constabulary  

30 

3 Staff 
Use of force IT systems for a 
non-policing purpose 

Dismissed No  No  

1 Staff 
Disclosure of police 
information without cause or 
authority  

Dismissed No  No  

3 Officer 
Use of force IT systems for a 
non-policing purpose 

Disciplinary action – 
Written warning 

No  No  

11 Staff 
Use of force IT systems for a 
non-policing purpose 

Disciplinary action – 
Final Written Warning 

No  No  

1 Officer 
Use of force IT systems for a 
non-policing purpose 

Disciplinary action – 
Final Written Warning 

No  No  

2 Officer 
Use of force IT systems for a 
non-policing purpose 

Disciplinary action - 
Management advice 

No  No  

1 Staff 
Use of force IT systems for a 
non-policing purpose 

Disciplinary action – 
First Written Warning 

No  No  

2 Officer 

Retired or resigned whilst 
under criminal investigation 
for potential breaches of Data 
Protection or breaches of 
internal procedures relating to 
data use.  

Retired/Resigned  Yes No 

16 Staff Information not broken down  No disciplinary action  No  No 

                                                           
6
 Response notes: 5 incidents related to use of IT systems for a non-policing purpose and 1 incident related to the inadvertent passing of information to a suspect of crime. 
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57 Officer Information not broken down  No disciplinary action  No  No 

Cheshire 
Constabulary  

85 

1 Police 
Passed on information from 
Police computer records to an 
unauthorised person 

Management action No  No  

10 Police 
Passed on information from 
Police investigation to an 
unauthorised person 

No case to answer No  No  

3 Police  
Background check on a person 
known to them 

No case to answer No  No  

1 Police staff 
Passed on information from 
Police investigation to an 
unauthorised person 

Management action No  No  

10 Police 
Passed on information from 
Police investigation to an 
unauthorised person 

Local resolution No  No  

1 Police 
Failed to protect confidential 
information 

Local resolution No  No  

2 Police staff 
Passed on information from 
Police investigation to an 
unauthorised person 

No case to answer No  No  

1 Police 
Passed on information from 
Police investigation to an 
unauthorised person 

Management action No  No  

1 Police 
Background check on a person 
known to them 

No case to answer No  No  

2 Police 
Background check on a person 
known to them 

Resigned Yes No  

1 Police 
Passed on information from 
Police computer records to an 
unauthorised person 

No case to answer No  No  

                                                           
7
 Response notes: 5 incidents related to use of IT systems for a non-policing purpose and 1 incident related to the inadvertent passing of information to a suspect of crime. 
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1 Police staff 
Posted information relating to 
police purposes on social 
media site 

Dismissed No  No  

1 Police staff 
Background check on a person 
known to them 

Written warning No  No  

1 Police staff 
Passed on information from 
Police computer records to an 
unauthorised person 

Written warning No  No  

1 Police staff 

Caused the loss of  personal 
information by sending 
information through a non-
secure network 

Written warning No  No  

1 Police 
Passed on information from 
Police computer records to an 
unauthorised person 

Final written warning No  No  

1 Police 
Passed on information from 
Police computer records to an 
unauthorised person 

No case to answer No  No  

4 Police staff 
Passed on information from 
Police investigation to an 
unauthorised person 

Local resolution No  No  

1 Police staff 
Background check on a person 
known to them 

Final written warning No  No  

1 Police staff 
Background check on a person 
known to them 

Final written warning No  No  

1 Police 
Background check on a person 
known to them 

Management action No  No  

1 Police staff 
Background check on a person 
known to them 

Resigned Yes No  

1 Police 
Background check on a person 
known to them 

No case to answer No  No  

1 Police 
Passed on information from 
Police computer records to an 

Not upheld No  No  
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unauthorised person 

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police staff 
Passed on information from 
Police computer records to an 
unauthorised person 

Resigned Yes No  

1 Police staff 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Upheld - management 
action 

No  No  

2 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police staff 
Hacked into private Facebook 
account 

Not upheld No  No  

1 Police staff 
Disclosed confidential 
information to a third party 

Local resolution No  No  

3 Police 
Disclosed confidential 
information to a third party 

Not upheld No  No  

1 Police 
Obtained details from 
computer not for policing 
purpose 

Not upheld No  No  

1 Police staff 
Conducted check on police 
systems for a non-policing 
purpose 

Not upheld No  No  

1 Police 
Misuse of force computer 
systems 

Not upheld No  No  

1 Police staff 
Obtained details from 
computer not for policing 
purpose 

No Case to answer No  No  

1 Police staff Obtained details from Resigned Yes No  
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computer not for policing 
purpose 

1 Police 
Threatened to disclose police 
information to  a third party 

Not upheld No  No  

1 Police 
Disclosed confidential 
information to a third party 

Not upheld No  No  

1 Police 
Posted personal information 
on social media 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Not upheld No  No  

1 Police 
Posted personal information 
on social media 

Not upheld No  No  

1 Police 
Obtained details from 
computer not for policing 
purpose 

Not upheld No  No  

1 Police 
Posted personal information 
on social media 

Management action No  No  

1 Police 
Improper information held on 
PNC 

Not upheld No  No  

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Not upheld No  No  

1 Police 
Passed on information from 
Police computer records to an 
unauthorised person 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police 
Posted personal information 
on social media 

Local resolution No  No  
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1 Police 
Disclosed confidential 
information to a third party 

Not upheld No  No  

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police 
Disclosed confidential 
information to a third party 

Local resolution No  No  

1 Police staff 
Disclosed confidential 
information to a third party 

Not upheld No  No  

1 Police 
Obtained details from 
computer not for policing 
purpose 

Management action No  No  

City of London 
Police 

4 

1 Police 
Inappropriate disclosure of 
information regarding another 
officer 

Disciplined internally No  No  

1 Police  
Inappropriate disclosure of 
information regarding another 
officer 

Resigned during 
disciplinary 
proceedings 

Yes No 

2 
Information 
not provided 

Neither are considered section 55 offences under the Data Protection Act 

Cleveland Police  17 

1 
Special 
Constable  

Passed confidential 
information to a relative in 
relation to detainee  

Dismissed  No  No 

1 Police  
Disclosed information to a 
third party Resigned Yes No 

3 Police  
Accessed information not for 
policing purposes  Written Warning  No No 

1 Police  
View images, no policing 
reason Written Warning  No No 

3 Police  
Accessed information not for 
policing purposes  Resigned Yes No 

1 Support Staff 
Accessed documents and used 
information contained therein  Resigned Yes No 
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2 Support Staff 
Accessed information not for 
policing purposes  Written Warning  No No 

1 Police  
Passed information to a 
member of the public  

Resigned before court 
case was heard Yes No 

1 Police  
Discussed cases with a 
member of the public Written Warning  No No 

1 Police Party Resigned  Yes No 

1 Police 
Accessed information not for 
policing purposes  Final Written Warning  No No 

1 Police 
Accessed information not for 
policing purposes  Management Action  No No 

Cumbria 
Constabulary  

No response 

Derbyshire 
Constabulary  

47 

1 Police  Information not provided  Dismissed  No  No  

7 Police  Information not provided  Disciplined internally  No  No  

2 Civilian  Information not provided  Disciplined internally  No No  

1 Police  Information not provided  
Resigned during 
disciplinary  Yes No  

2 Civilian  Information not provided  
Resigned during 
disciplinary  Yes No  

32 Police  Information not provided  No disciplinary action  No  No  

2 Civilian  Information not provided  No disciplinary action  No  No  

Devon and 
Cornwall Police 

67 

2 Police  Information not provided  Convicted No  Yes 

3 Civilian  Information not provided  Convicted No  Yes 

3 Police  Information not provided  Dismissed No  No  

2 Civilian  Information not provided  Dismissed No  No  

25 Police  Information not provided  Disciplined internally  No  No  

21 Civilian  Information not provided  Disciplined internally  No  No  

3 Police  Information not provided  Resigned Yes No  

6 Civilian  Information not provided  Resigned Yes No  
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1 Police  

Shared information from 
witness statement with 
another witness No disciplinary action  No  No  

1 Civilian  

PCSO disclosed information 
about family member during 
enquiries  No disciplinary action  No  No  

Dorset Police  81 

4 Officer 

Inappropriate access to/and 
or disclosure of personal data 
to a third party Convicted No Yes 

1 Staff 

Inappropriate access to/and 
or disclosure of personal data 
to a third party Convicted No  Yes 

3 Officer 

Inappropriate access to/and 
or disclosure of personal data 
to a third party Dismissed No  No  

1 Staff 

Inappropriate access to/and 
or disclosure of personal data 
to a third party Dismissed No  No  

7 Officer 

Inappropriate access to/and 
or disclosure of personal data 
to a third party Disciplined Internally  No  No  

13 Staff 

Inappropriate access to/and 
or disclosure of personal data 
to a third party Disciplined Internally  No  No  

8 Officer  

Inappropriate access to/and 
or disclosure of personal data 
to a third party 

Resigned during 
disciplinary Yes No  

2 Staff 

Inappropriate access to/and 
or disclosure of personal data 
to a third party 

Resigned during 
disciplinary Yes No  

30 Officer 

Inappropriate access to/and 
or disclosure of personal data 
to a third party No disciplinary action  No  No  
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12 Staff 

Inappropriate access to/and 
or disclosure of personal data 
to a third party No disciplinary action  No  No  

Durham Police  13 

1 Civilian 

Access police systems around 
member of OCG for non-
policing purpose – no 
evidence of disclosure. 
Confidential internal report.  

First written warning 
issued. 

No  No  

1 Police 
Accessed police systems for 
non-policing purpose. Internal 
reporting.  

Resigned prior to 
facing misconduct 
hearing 

Yes No  

1 Police 

Accessed policing systems for 
non-policing purpose, with 
suspicion that this was 
disclosed to suspect in 
criminal investigation, but not 
substantiated. Complaint from 
member of public. 

Resigned prior to 
facing misconduct 
hearing 

Yes No  

1 Police 

Accessed police systems for 
non-policing purpose, and 
used information to own 
benefit. Confidential reporting 
from member of public. 

Resigned prior to 
facing misconduct 
hearing 

Yes No  

1 Staff 

Accessed force systems and 
believed to share information 
with relative to the third 
persons benefit. Public 
complaint. 

Resigned prior to 
facing misconduct 
hearing 

Yes No  

1 Staff 

Accessed force systems for 
non-policing purpose. 
Confidential internal 
reporting.  

Resigned prior to 
facing misconduct 
hearing 

Yes No  

1 Police Disclosed information about Management advice. No  No  
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subject to Fire Service – 
Inadvertent, no intent. 
Complaint from public.  

Personal Lessons 
learned.  

1 Police 

Inadvertent disclosure of 
personal information to 
suspect re source of 
information. Complaint from 
public.  

Management advice. 
Lessons.  

No  No  

1 Police 
Inappropriate passing of 
personal information to Prison 
Service re inmate. Complaint.  

Management advice. 
Lessons.  

No  No  

1 Staff 

Inadvertent copying of email 
to other professional in Health 
Service about named. 
Complaint.  

Management advice. 
Lessons.  

No  No  

1 Police 
Pass information to solicitor 
about subject – inadvertent, 
no intent. Complaint.  

Management advice. 
Lessons.  

No  No  

1 Police 

Inaccurate disclosure of 
information re subject to 
Housing Association. 
Complaint.  

Management advice. 
Lessons.  

No  No  

1 Police 
Disproportionate disclosure to 
OFSTED about subjects past 
history. Complaint.  

Management advice. 
Lessons.  

No  No  

Dyfed Powys 
Police 

8 

1 Civilian 

Unlawful disclosure of 
information to a family 
member. Verbal disclosure re: 
incident.  

Written Warning No  No  

1 Police 

Unlawful disclosure of 
sensitive information to a 
member of public. Verbal 
disclosure re: crime.  

Written Warning No  No  
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1 Police 

Unlawful disclosure of 
information to a family 
member. Verbal disclosure re: 
crime.  

Management Advice No  No  

1 Police 

Unlawful access to 
information on police systems 
in relation to a family 
member. Custody Record, 
Crime Scene Report & Case 
Preparation Record viewed - 
no data disclosed externally.  

Written Warning No  No  

1 Police 

Disclosure of information to 
neighbour of a complainant. 
Officer posted a card through 
neighbours' door in error. The 
card contained data regarding 
an incident he had reported in 
relation to a third party. The 
information did not contain 
any personal data (DPA 1998) 
that would not already be 
known to the neighbours.  

Management Action 
(informal action – not 
formal disciplinary 
action). 

No  No  

1 Police 

Sensitive police information 
passed to a member of public 
on a USB device. Intelligence 
Reports, emails, public 
information letters relating to 
crime matters.  

Management Action 
(informal action – not 
formal disciplinary 
action). 

No  No  

1 Police 

Unlawful access to Force 
systems. Checks on police 
data bases in relation to a 
third party to be a friend of 
the officer.  

Management Action 
(informal action – not 
formal disciplinary 
action). 

No  No  



 

24 
 

1 Police 

Unlawful access to Force 
systems. Officer 
inappropriately accessed 
Force systems re: historical 
case whereby officer was the 
victim.  

Management Action 
(informal action – not 
formal disciplinary 
action). 

No  No  

Essex Police8 6 

1 Police 
It is alleged that an officer 
inappropriately disclosed 
police information.  

The officer is under 
suspension. 

No  No  

1 Police 

A complaint has been made 
that an officer sent 
inappropriate 
communications to a female 
after attending her home to 
deal with an incident. 

A guilty plea was 
entered at Crown 
Court and a 
sentencing date is yet 
to be set. 

No Yes 

1 Police Staff 

A member of police staff has 
accessed and viewed a large 
quantity of records on Essex 
Police System and PNC 
relating to their family, friends 
and associates. 

The member of staff is 
under suspension. 
Crown Prosecution 
Service charging 
advice has been 
sought. 

N/A N/A 

1 Police 

It is alleged that an officer 
accessed and disclosed police 
information regarding an 
incident involving a relative. 

A gross misconduct 
meeting is to be held. 

No No 

1 Police  

An officer is under 
investigation for abusing his 
position to form relationships 
with a number of females. It is 
also suspected that has 
carried out police checks 

The officer is under 
suspension. A file has 
been submitted to the 
Crown Prosecution 
Service. 

N/A N/A 

                                                           
8
 Information obtained via the Force’s quarterly reports on Complaints, Misconduct and Other Matters.  
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without a policing purpose 

1 
Police and 
Police Staff 

An officer and a member of 
police staff have both 
received a criminal caution for 
Data Protection Act offences. 

The officer is to attend 
a Gross Misconduct 
Hearing in April 2016. 
The police staff 
member had resigned 
prior to the 
commencement of the 
PSD investigation. 

Yes No 

Gloucestershire 
Constabulary  

No response 

Greater 
Manchester Police  

100 

1 Officer 

The officer is suspected of 
conducting checks for a non-
policing purpose. Misuse of 
Force Systems. Disclosure of 
Information 

Meeting - Written 
Warning  

No  No  

1 Staff 
Disclosed sensitive 
information on Facebook. 
Disclosure of Information. 

Proven - Management 
Action 

No  No  

1 Officer 

Performed PNC checks 
believed to have been for own 
use. Misuse of PNC. Misuse of 
Force Systems. 

Retired prior to 
misconduct  

No  No  

1 Officer 
Officer used GMP systems for 
own use. Misuse of Force 
Systems. 

Meeting - Written 
Warning  

No  No  

1 Officer 

Searched GMP systems 
believed to be for own use. 
Misuse of Force Systems. 
Disclosure of Information. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Obtaining and passing data. 
Misuse of Force Systems. 

Caution/resigned prior 
to misconduct 

Yes No  
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Disclosure of Information. 
Criminal conduct: Data 
Protection.  

1 Officer 

Allegation that a police staff 
accessed in relation to a 
personal matter. Misuse of 
Force Systems. 

Proven - Management 
Action 

No  No  

1 Officer 

Allegation that officer 
downloaded body worn 
camera images. Misuse of 
Force Systems. 

Meeting - Final written 
warning  

No  No  

1 Staff 

The support staff member was 
found to have breached data 
protection. Disclosure of 
Information. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Investigation into allegation 
that the officer has sent an e-
mail. Misuse of Force Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Unlawfully modified GMP data 
for personal gain. Misuse of 
Force Systems.  Criminal 
conduct: Data Protection. 

Hearing - Final written 
warning  

No  No  

1 Officer 
Alleges that officers have 
disclosed information. 
Disclosure of Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Alleges a staff member is 
accessing GMP systems to 
provide information. Misuse 
of Force Systems. Disclosure 
of Information. 

Resigned prior to 
misconduct 

Yes No  

1 Staff 
Accessed police computers. 
Misuse of Force Systems. 
Criminal conduct: Data 

Crown Court - Fine, 
costs & victim 
surcharge/hearing - 

No  Yes 
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Protection. dismissal 

1 Officer 
PNC'd without justification. 
Misuse of PNC 

Retired prior to 
misconduct  

No  No  

1 Officer Misused force systems.  
Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Investigation into data 
protection offences. Criminal 
conduct: Data Protection. 

Caution/Hearing - 
dismissed 

No  No  

1 Officer 

Officer has accessed record 
for non-policing purposes. 
Misuse of Force Systems. 
Misuse of PNC. 

Resigned prior to 
misconduct 

Yes No  

1 Staff 
Disclosed operational 
information. Disclosure of 
Information. 

Hearing - Written 
Warning  

No  No  

1 Staff 
Misused force computer 
systems. Misuse of Force 
Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Traced using PNC. Misuse of 
PNC. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Check on the PNC a vehicle. 
Misuse of PNC. Criminal 
conduct: Data Protection. 

Resigned prior to 
misconduct 

Yes No  

1 Officer 
Officer informed… [individual] 
was to be arrested. Disclosure 
of Information. 

Proven - Management 
Action 

No  No  

1 Staff 

A copy of video file sent to 
staff member's home email 
address. Misuse of Force 
Systems. Criminal conduct: 
Data Protection. 

Crown Court - Not 
guilty/hearing - 
dismissed 

No  No  

1 Staff 
Concerns that an [officer] had 
accessed a FWIN. Misuse of 

Proven - Management 
Action (Advice) 

No  No  
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Force Systems. 

1 Staff 

Accessing confidential GMP 
data for non-policing 
purposes. Misuse of Force 
Systems. Misuse of PNC. 

Caution/Hearing - 
dismissed 

No  No  

1 Staff 

Data protection issues and 
failing to declare a notifiable 
association. Misuse of Force 
Systems. 

Resigned prior to 
misconduct 

Yes No  

1 Officer 
Officer, allowed access to 
passwords. Misuse of Force 
Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Staff member accessed FWIN 
for personal reasons. Misuse 
of Force Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Staff member accessed police 
systems for own purposes. 
Criminal conduct: Data 
Protection. 

Magistrates Court - 
Fine/Hearing - 
Dismissed  

No  No  

1 Officer 

Used GMP systems to 
research further provide 
information and request 
action. Misuse of Force 
Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Conspiracy to commit 
misconduct in a public office. 
Misuse of Force Systems.  
Disclosure of Information.  

Crown Court - Not 
guilty/hearing. 
Dismissal. 

No  No  

1 Officer 

Made use of the system to 
access police information 
without having a bonefide 
policing purpose. Misuse of 
Force Systems. 

Proven - Management 
Action (Advice) 

No  No  
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1 Officer 
Accessed for non-policing 
matters. Misuse of Force 
Systems. 

Resigned Yes No  

1 Staff 

PCSO told to have no further 
dealings with case, later 
conducted enquiries. Misuse 
of Force Systems. 

Hearing Written 
Warning 

No  No  

1 Officer 
Made unauthorised checks on 
PNC. Misuse of PNC. 

Crown Court - 4 Years 
Imprisonment/Hearing 
- Dismissed  

No Yes 

1 Staff 
Given out information. 
Disclosure of Information. 

Hearing Verbal 
Warning 

No  No  

1 Officer 
Accessed record. Misuse of 
Force Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Special 
Approached a colleague and 
asked to PNC a vehicle. 
Misuse of PNC. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer has accessed PNC for 
information. Misuse of Force 
Systems. Misuse of PNC. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Copy of statement supplied 
[to a third party]. Disclosure of 
Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Believes information being 
manufactured by an officer. 
Misuse of Force Systems. 

Proven - Management 
Action 

No  No  

1 Staff 
Shared confidential 
information. Disclosure of 
Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Misused to disprove claims. 
Misuse of Force Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Accessed PNC and OPUS for 
non-policing purposes. Misuse 

Proven - Management 
Action (Advice) 

No  No  
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of Force Systems. Misuse of 
PNC. 

1 Officer 

Officer used GMP systems 
without a legitimate policing 
purpose. Misuse of Force 
Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Unlawfully modifying data on 
GMP systems concerning 
member of police staff. 
Misuse of Force Systems. 

Hearing - dismissed No  No  

1 Staff 
Accessed records for a non-
policing purpose. Misuse of 
Force Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Alleged use systems for other 
than a policing purpose. 
Misuse of Force Systems 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 

Forwarded photos of work 
related incidents. Misuse of 
Force Systems. Disclosure of 
Information. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 

Officer is believed to have 
accessed GMP systems 
concerning member of police 
staff. Misuse of Force 
Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer checked the voters 
register and obtained details. 
Misuse of Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer accessing nominals. 
Misuse of Force Systems. 
Disclosure of Information. 

Meeting - Final written 
warning  

No  No  

1 Officer 
Accessed GMP systems for 
non-policing purpose. 

Meeting - Final written 
warning  

No  No  
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Disclosure of Information. 
Misuse of Force Systems.  

1 Officer 

Access GMP systems for a 
non-policing purpose. Misuse 
of Force Systems. Disclosure 
of Information. Criminal 
conduct: Data Protection.  

Crown Court - 2 Years 
9 Months 
Imprisonment/Hearing 
- Dismissed  

No Yes 

1 Officer 

The officer was found to have 
viewed for a non-policing 
purpose. Misuse of Force 
Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Special 
Accessed crime reports for 
non-policing purpose. Misuse 
of Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 

Alleges unauthorised access to 
GMP systems to gain personal 
details and disclosed to 
colleagues. Misuse of Force 
Systems.  

Meeting - Final written 
warning  

No  No  

1 Officer 
Disclosed information. 
Disclosure of Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
An officer check system 
concerning a friend. Misuse of 
Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Member of staff accessed 
system without authority. 
Misuse of Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
[Accessed colleagues email 
account]. Misuse of Force 
Systems 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer has accessed GMP 
records not for policing 
purpose. Misuse of Force 

Hearing - Final Written 
Warning  

No  No  
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Systems.  

1 Officer 
Unauthorised use of police 
databases. Misuse of Force 
Systems.  

Meeting - Final written 
warning  

No  No  

1 Staff 

Staff member allegedly 
accessed records using a GMP 
computer system, for non-
policing purposes. Misuse of 
Force Systems.  

Hearing - Final Written 
Warning  

No  No  

1 Officer 

Officer used a colleague's log 
on details to access GMP e-
mail account. Misuse of Force 
Systems. Disclosure of 
Information.  

Meeting - Written 
warning  

No  No  

1 Staff 
Staff member disclosed 
information of incident. 
Disclosure of Information. 

Proven - Management 
Action 

No  No  

1 Staff 

Staff member shared 
information outside of GMP 
that should not be disclosed. 
Disclosure of Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 

Officer has provided 
information concerning a 
case. Disclosure of 
Information. Misuse of Force 
Systems.  

Proven - Management 
Action 

No  No  

1 Officer 

Accessed and divulged 
information. Disclosure of 
Information. Misuse of Force 
Systems.  

Meeting - Written 
warning  

No  No  

1 Officer 
Using the force PNC system to 
locate details. Misuse of PNC.  

Proven - Management 
Action 

No  No  

1 Officer Officer allegedly accessed Proven - Management No  No  
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force system whilst off duty. 
Misuse of Force Systems.  

Action 

1 Officer 
Officer has provided details to 
other party. Misuse of PNC. 
Disclosure of Information. 

Meeting - Written 
warning  

No  No  

1 Officer 

Officer allegedly carried out 
an unauthorised PNC check 
using force systems. Misuse of 
PNC.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer viewed [record] and 
posted comment. Disclosure 
of Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Staff member disclosed 
information regarding work. 
Disclosure of Information.  

Resigned prior to 
misconduct 

Yes No  

1 Staff 
Officer checked OPUS. Misuse 
of Force Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Staff member allegedly 
carried out search using a 
force system. Misuse of Force 
Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer checked GMP systems. 
Disclosure of Information.  

Proven - Management 
Action 

No  No  

1 Staff 
Checked FWIN and passed 
information. Disclosure of 
Information.  

Hearing - Written 
Warning  

No  No  

1 Officer 

Officer had a lot of 
information which would not 
have been general knowledge. 
Disclosure of Information. 
Misuse of Force Systems.  

Proven - Management 
Action 

No  No  

1 Staff 
[Accessing GMP system]. 
Disclosure of Information. 

Proven - Management 
Action (Advice) 

No  No  
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Misuse of Force Systems.  

1 
Officer and 
Staff 

Staff member has viewed 
FWIN without authority or 
good reason. In addition staff 
members failed to report this 
breach of data protection. 
Disclosure of Information. 
Misuse of Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Officer 
Officer misusing GMP 
systems. Misuse of Force 
Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Member of staff accessed a 
PNC. Misuse of PNC.  

Proven - Management 
Action 

No  No  

2 Officer 
Officer Accessed records 
without a policing purpose. 
Misuse of Force Systems.  

Proven - Management 
Action 

No  No  

1 Officer 

Officer accessed GMP 
computer systems, none of 
the access was for a policing 
purpose. Misuse of Force 
Systems. 

Meeting - Written 
Warning  

No  No  

1 Officer 
Officer took a photograph 
forwarded to colleagues. 
Misuse of Force Systems. 

Proven - Management 
Action 

No  No  

1 Officer 
Access information for own 
curiosity and personal use. 
Misuse of Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Officer accessed confidential 
data and disclosed this 
information. Disclosure of 
Information. Misuse of Force 
Systems. 

Resigned prior to 
misconduct 

Yes No  

1 Officer Confidential documents Proven - Management No  No  
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passed on. Disclosure of 
Information. 

Action 

1 Staff 

Member of staff alleged to 
have accessed records also 
disclosed information. Misuse 
of Force Systems. 

Resigned prior to 
misconduct 

Yes No  

1 Officer 

Officer accessed police 
records for a non-policing 
reason. Misuse of Force 
Systems. 

Proven - Management 
Action (Advice) 

No  No  

1 Staff 

Staff member accessing force 
systems to find out 
information then disclosing 
the information. Misuse of 
Force Systems. Disclosure of 
Information.  

Proven - Management 
Action (Advice) 

No  No  

1 Staff 
Misused GMP systems. 
Misuse of Force Systems.  

Meeting - Final written 
warning  

No  No  

1 Officer 
Officer disclosed report. 
Disclosure of Information.  

Proven - Management 
Action 

No  No  

1 Officer 
Officer accessed a FWIN. 
Misuse of Force Systems.  

Proven - Management 
Action 

No  No  

1 Staff 
Looking a nominals. Misuse of 
Force Systems.   

Proven - Management 
Action 

No  No  

1 Officer 

Officer advised not to access 
records. It was later found had 
accessed record. Misuse of 
Force Systems.  

Proven - Management 
Action (Advice) 

No  No  

Gwent 
Constabulary  

Refused - Cost and Time 

Hampshire 
Constabulary  

Refused - Cost and Time 

Hertfordshire 7 1 Police Use of police systems for a Disciplinary No No  
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Constabulary non-policing purpose proceedings - 
Management advice 

6 
information 
not provided 

Information not provided  Management action  No  No  

Humberside 
Police  

168 

1 
Staff 

Emailed confidential information 
to home computer. Police 
information. 

Formal Misconduct. 
Written Warning.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information. 

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Disclosure to other agency 
partners. Police information. Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information. 

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Disclosure of details of 
complaint's husband. Personal 
information. Not Upheld. NFA.  No  No  

1 
Police 

Disclosure of details of a police 
operation to a third party. Police 
information. 

Not Upheld. 
Management action. No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police and 
personal information. 

Resigned during 
investigation. Resigned.  Yes No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information. 

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Disclosure of information to a 
third party. Personal information. Withdrawn. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police and 
persona information. 

Formal Misconduct. Final 
Written Warning.  No  No  

1 
Police 

Use of police systems to obtain 
personal details. Personal 
information. Withdrawn. NFA.  No  No  
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1 
Police 

Accessed police systems for a 
non-policing purpose. Police and 
personal information. 

Formal Misconduct. 
Written warning.  No  No  

1 
Police 

Disclosure to a third party. 
Personal information. Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police and 
personal information. 

Formal Misconduct. Final 
Written Warning.  No  No  

1 
Police 

Disclosure of bank account 
details. Personal information. 

Dispensation by IPCC. 
NFA.  No  No  

1 
Police 

Use of PNC for vehicle details. 
Personal information. 

Not Upheld. 
Management action.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Personal 
information. Withdrawn. NFA.  No  No  

1 
Police 

Disclosure of details of police 
incidents. Police information. 

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information. 

Not Upheld. 
Management action.  No  No  

1 
Staff 

Accessed police systems for a 
non-policing purpose. Police 
information. Not Upheld. NFA.  No  No  

1 
Unidentified 

Disclosed information to 
neighbours. Personal 
information. Locally Resolved. NFA.  No  No  

1 
Staff 

Disclosed information about 
previous convictions. Personal 
information. Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Personal 
information.  

Formal Misconduct. 
Management advice.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information. 

Resigned prior to 
hearing. Resigned.  Yes No  

1 Police Disclosed information to a third Locally Resolved. NFA.  No  No  
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party. Personal information. 

1 
Staff 

Disclosed details of a traffic 
accident. Personal information. Locally Resolved. NFA.  No  No  

1 
Police 

Disclosed information to an 
employer. Personal information. Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Personal 
information.  Withdrawn. NFA.  No  No  

1 
Police 

Disclosure of information to 
neighbours. Police/Personal 
information. Not Upheld. NFA.  No  No  

1 
Staff 

Improper access and disclosure 
of information. Police/Personal 
information. Withdrawn. NFA.  No  No  

1 
Police 

Disclosed personal information. 
Personal information. Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to employer. 
Personal information. 

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Improper disclosure of 
information. Personal 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Improper disclosure to employer. 
Police information.  Locally Resolved. NFA.  No  No  

1 
Police 

Information supplied to 
neighbours. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Sent email over a non-secure 
network. Police/Personal 
information.  

Informal Misconduct. 
Management action.  No  No  
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1 
Police 

Improper disclosure of 
information. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  

Formal Misconduct. 
Management advice.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  

Formal Misconduct. 
Management advice.  No  No  

1 
Police 

Checked police systems for 
personal details. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Personal 
information.  Withdrawn. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Police/Personal 
information. Not Upheld. NFA.  No  No  

1 
Staff 

Improper disclosure of 
information to employer. 
Personal information. Locally Resolved. NFA.  No  No  

1 
Police 

Disclosure of previous 
convictions. Personal 
information. Not Upheld. NFA.  No  No  

1 
Police 

Improper access for a non-
policing purpose. Personal 
information.  

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Personal 
information.  

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Disclosed personal information. 
Personal information.  

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. 
Police/Personal information. 

Formal Misconduct. Final 
Written Warning.  No  No  

1 Staff Improper disclosure of Not Upheld. NFA.  No  No  
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information. Personal 
information.  

1 
Police 

Improper access and disclosure 
of information to a third party. 
Police/Personal information. Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  

Not Upheld. 
Management action.  No  No  

1 
Unidentified 

Accessed and disclosed 
information to a third party. 
Personal information.  Withdrawn. NFA.  No  No  

1 
Unidentified 

Unauthorised disclosure of 
information to a third party. 
Personal information.  Withdrawn. NFA.  No  No  

1 
Police 

Improper disclosure to a third 
party. Personal information.  Not Upheld. NFA.  No  No  

1 
Staff 

Improper disclosure to a partner 
agency. Personal information.  Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  

Formal Misconduct. 
Management advice.  No  No  

1 
Police 

Improper disclosure to a third 
party. Police/Personal 
information. Withdrawn. NFA.  No  No  

1 
Police 

Improper access and disclosure 
to a third party. Personal 
information.  Withdrawn. NFA.  No  No  

1 
Police 

Improper disclosure of 
confidential information. 
Personal information.  Not Upheld. NFA.  No  No  

1 
Police 

Checks on a vehicle for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. Not 
upheld.  No  No  

1 
Police 

Accessed records of family 
members. Police/Personal 
information.  

Formal Misconduct. Final 
Written Warning.  No  No  
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1 

Police 

Accessed information of 
associates for non-policing 
purposes. Police/Personal 
information.  

Formal Misconduct. 
Written Warning.  No  No  

1 
Staff 

Improper disclosure of 
information about a CCTV 
camera. Police information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper disclosure of medical 
information to a third party. 
Personal information.  Locally Resolved. NFA.  No  No  

1 
Police 

Accessed and disclosed records 
of associates. Police/Personal 
information.  

Formal Misconduct. Final 
Written Warning.  No  No  

1 
Police 

Improper disclosure of 
information to a partner agency. 
Personal information.  Withdrawn. NFA.  No  No  

1 
Staff 

Inappropriate disclosure of 
information to employers. 
Police/Personal information.  Withdrawn. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to the press. 
Police/Personal information.  Withdrawn. NFA.  No  No  

1 
Police 

Improper access for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Written Warning.  No  No  

1 
Police 

Improper disclosure of 
information re a DV incident. 
Personal information.  Locally Resolved. NFA.  No  No  

1 
Police 

Added information to a database. 
Personal information.  Not Upheld. NFA.  No  No  

1 
Staff 

Improper disclosure of 
information. Police information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to a school. Personal 
information.  Not Upheld. NFA.  No  No  

1 Police Accessed information of Formal Misconduct. No  No  
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associates for non-policing 
purposes. Police/Personal 
information.  

Management advice.  

1 
Police 

Disclosure of information. 
Personal information.  

Locally Resolved. Words 
of advice.  No  No  

1 
Police 

Improper disclosure of 
information. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Police/Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper access and disclosure. 
Police information.  

Resigned prior to 
charges. Resigned.  Yes No  

1 
Unidentified 

Inappropriate disclosure of 
information to finance company. 
Personal information.  Locally Resolved. NFA.  No  No  

1 
Police 

Accessed for a non-policing 
purpose and improper disclosure. 
Police/Personal information.  

Informal Misconduct. 
Management action.  No  No  

1 
Staff 

Disclosure to a third party. 
Personal information. 

Resigned during 
investigation. Resigned.  Yes No  

1 
Police 

Improper disclosure of 
information. Police information.  Not Upheld. NFA.  No  No  

1 
Police 

Disclosed details of a colleague. 
Personal information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed police systems for a 
non-policing purpose. 
Police/Personal information.  Withdrawn. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose/improper 
disclosure. Personal information.  Not Upheld. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. 
Police/Personal information.  

Formal Misconduct. Final 
Written Warning.  No  No  

1 
Staff 

Improper disclosure to family 
members. Police/Personal Locally Resolved. NFA.  No  No  



 

43 
 

information.  

1 
Staff 

Inappropriate access and 
disclosure. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed police systems for a 
non-policing purpose. 
Police/Personal information.  Not Upheld No  No  

1 
Police 

Improper disclosure of 
information to an offender. 
Police information.  Locally Resolved. NFA.  No  No  

1 
Police 

Inappropriate access and 
disclosure to family members. 
Personal information.  Not Upheld. NFA.  No  No  

1 
Unidentified 

Information supplied to a forum. 
Police/Personal information.  Withdrawn. NFA No  No  

1 
Police 

Improper disclosure of 
information to a third party. 
Personal information.  Locally Resolved. NFA.  No  No  

1 
Staff 

Improper disclosure to a third 
party. Police/Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper access and copying of 
data. Personal information.  Not Upheld. NFA.  No  No  

1 
Staff 

Improper disclosure of 
information to a third party. 
Police/Personal information Locally Resolved. NFA.  No  No  

1 
Staff 

Improper access for a non-
policing purpose. Police 
information.  

Formal Misconduct. 
Verbal Warning.  No  No  

1 
Police 

Improper disclosure of 
information to a third party. 
Personal information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper access for a non-
policing purpose. Police/Personal 
information.  

Informal Misconduct. 
Management action.  No  No  
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1 
Staff 

Improper disclosure of 
information to employer. 
Police/Personal information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to a council 
employee. Personal information.  Locally Resolved. NFA.  No  No  

1 
Police 

Disclosure of information via a 
letter. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Sent emails to an insecure email 
address. Personal information.  

Formal Misconduct. 
Written warning.  No  No  

1 
Staff 

Improper disclosure of 
information to council. Personal 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed policing systems for 
non-policing purposes. Police 
information.  

Formal Misconduct. 
Written Warning.  No  No  

1 
Staff 

Accessed policing systems for 
non-policing purposes. Police 
information.  

Formal Misconduct. 
Written Warning.  No  No  

1 
Police 

Accessed policing systems for 
non-policing purposes. Police 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Inappropriate disclosure of 
information via Facebook. Police 
information.  Disapplied. NFA.  No  No  

1 
Police 

Accessed police systems for a 
non-policing purpose. Police 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed police systems for a 
non-policing purpose. Police 
information.  Not Upheld. NFA.  No  No  

1 

Staff 

Unauthorised access and 
improper disclosure of 
information to a third party. 
Personal information.  Not Upheld. NFA.  No  No  
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1 
Unidentified 

Improper disclosure of 
information to a third party. 
Police/Personal information.  Withdrawn. NFA.  No  No  

1 
Staff 

Accessed information for non-
policing purposes. 
Police/Personal information.  

Formal Misconduct. 
Written Warning.  No  No  

1 
Staff 

Improper disclosure of 
information. Personal 
information.  

Locally Resolved. 
Management action.  No  No  

1 
Unidentified 

Improper disclosure of 
information to an employer. 
Police/Personal information.  Withdrawn. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to a third party. 
Police/Personal information.  Withdrawn. NFA.  No  No  

1 
Police 

Accessed information for non-
policing purposes. Police 
information.  

Informal Misconduct. 
Management action.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police 
information.  

Informal Misconduct. 
Management action.  No  No  

1 
Staff 

Improper access and disclosure 
to a third party. Personal 
information.  

Resigned during 
investigation. NFA.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Personal 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Improper disclosure of 
information. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police 
information.  Not Upheld. NFA.  No  No  
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1 
Staff 

Accessed information for a non-
policing purpose. Police 
information.  

Formal Misconduct. 
Written warning.  No  No  

1 
Staff 

Improper access and disclosure 
to a partner agency. 
Police/Personal information.  Locally Resolved. NFA.  No  No  

1 
staff 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Written warning.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Verbal Warning.  No  No  

1 
Police 

Improper disclosure of 
information to the council. Police 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. Final 
Written Warning.  No  No  

1 
Police 

Improper disclosure of 
information. Police information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to the NHS. 
Police/Personal information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to a third party. 
Personal information.  Locally Resolved. NFA.  No  No  

1 
Staff 

Improper disclosure of 
information. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to a third party. 
Personal information.  Locally Resolved. NFA.  No  No  

1 Police Accessed information for a non- Not Upheld. NFA.  No  No  
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policing purpose. Police/Personal 
information.  

1 
Police 

Accessed information for a non-
policing purpose. Police 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information to a prison inmate. 
Police information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information about an offender. 
Police information.  Not Upheld. NFA.  No  No  

1 
Unidentified 

Disclosure of incorrect 
information to other agencies. 
Police/Personal information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Verbal Warning.  No  No  

1 
Staff 

Improper disclosure of 
information to a local authority. 
Personal information.  Not Upheld. NFA.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Police information.  Locally Resolved. NFA.  No  No  

1 

Police 

Inappropriate access and 
disclosure of information for 
personal benefit. Police/Personal 
information.  

Informal Misconduct. 
Management action.  No  No  

1 Staff Personal information. Withdrawn. NFA.  No  No  

1 
Police 

Improper disclosure of 
information during a court case. 
Personal information.  

Upheld. NFA. CPS had 
released the 
information.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Resigned prior to 
misconduct. NFA.  Yes No  



 

48 
 

1 
VOLUNTEER 

Accessed information for a non-
policing purpose. Police/Personal 
information.  VOLUNTEER. NFA No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Written warning.  No  No  

1 
Police 

Improper disclosure of witness 
information. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper disclosure of 
information. Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper access and disclosure 
of information. Personal 
information.  Locally Resolved. NFA.  No  No  

1 Staff Police information.  Not Upheld. NFA.  No  No  

1 
Unidentified 

Improper disclosure of 
information to a partner agency. 
Police information.  Not Upheld. NFA.  No  No  

1 
Police 

Improper disclosure of 
information at a workplace. 
Police/Personal information.  Locally Resolved. NFA.  No  No  

1 
Unidentified 

Improper disclosure of 
information re address. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Improper disclosure of 
information at Court. Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Police 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Written Warning.  No  No  

1 
Police 

Improper disclosure of 
information. Police/Personal 
information.  Locally Resolved. NFA.  No  No  

1 
Staff 

Accessed information for non-
policing purpose. Police 

Not Upheld. Policy re-
reinforced. No  No  
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information.  

1 
Staff 

Accessed information for non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Verbal Warning.  No  No  

1 
Staff 

Accessed information for non-
policing purpose. Police/Personal 
information.  Not Upheld. NFA.  No  No  

1 
Police 

Accessed information for non-
policing purpose. Police/Personal 
information.  

Informal Misconduct. 
Management action. 
Policy re-enforced. No  No  

1 
Staff 

Accessed a police log for non-
policing purpose. Police 
information.  Not Upheld. NFA.  No  No  

1 
Staff 

Accessed information for a non-
policing purpose. Police/Personal 
information.  

Formal Misconduct. 
Written warning.  No  No  

Kent Police 81 

2 Police Officer Records Accessed Management Action No No 

19 Police Officer Unauthorised Check Management Action No No 

1 Police Officer Unauthorised Check Formal Action - Hearing No Yes 

3 Police Officer Unauthorised Check Resigned Yes No 

1 Police Officer Computer Misuse Resigned Yes No 

2 Police Staff Inappropriate Use Resigned Yes No 

2 Police Staff Inappropriate Use Final Written Warning No No 

4 Police Officer Improper Disclosure Resigned Yes No 

6 Police Officer Unauthorised Check No Action No No 

2 Police Officer Unauthorised Check Dismissed No Yes 

2 Police Staff Improper Disclosure Resigned Yes No 

9 Police Officer Improper Disclosure Management Action No No 

2 Police Staff Improper Disclosure Management Action No No 

3 Police Officer Unauthorised Check Management Advice No No 

3 Police Officer Inappropriate Use Management Action No No 

2 Police Officer Unauthorised Check Written Warning No No 
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2 Police Officer Inappropriate Use No Action No No 

1 Police Staff Unauthorised Check Final Written Warning No No 

2 Police Staff Improper Disclosure No Action No No 

1 Police Staff Improper Disclosure Dismissed No Yes 

3 Police Officer Unauthorised Check Final Written Warning No No 

2 Police Staff Unauthorised Check No Action No No 

1 
Special 
Constable Unauthorised Check No Action No No 

2 
Special 
Constable Unauthorised Check Resigned Yes No 

1 Police Officer Unauthorised Check Dismissed No Yes 

1 
Special 
Constable Improper Disclosure Resigned Yes No 

1 
Other Police 
Staff Improper Disclosure Dismissed No Yes 

1 Police Officer Improper Disclosure No Action No No 

Lancashire 
Constabulary  

16 

1 Civilian  
Inappropriately shared victim 
information with a third party 

Convicted No  Yes 

1 Civilian  
Inappropriate use of force 
systems 

Dismissed No  No  

2 Police 
Inappropriate use of force 
systems 

Disciplined Internally  No  No  

1 Police 

Inappropriate use of force 
systems and inappropriately 
sharing information with a 
third party 

Disciplined Internally  No  No  

1 Police 
Inappropriately sharing 
information with a third party 

Disciplined Internally  No  No  

1 Civilian  
Inappropriately sharing 
information with a third party 

Disciplined Internally  No  No  

1 Civilian  
Not storing confidential 
documentation safely and 

Disciplined Internally  No  No  
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securely.  

2 Civilian  
Inappropriate use of force 
systems  

Disciplined Internally  No  No  

1 Civilian  

Inappropriate use of force 
systems and inappropriately 
sharing information with a 
third party 

Disciplined Internally  No  No  

2 Police 
Inappropriately sharing 
information with a third party.  

Resigned during 
disciplinary process 

Yes No  

1 Civilian  
Inappropriate use of force 
systems, potential disclosure 
of information.  

Resigned during 
disciplinary process 

Yes No  

2 Civilian  
Inappropriately sharing 
information with a third party.  

Resigned during 
disciplinary process 

Yes No  

Leicestershire 
Constabulary  

1 1 Staff 

5 charges relating to 
inappropriate browsing of 
systems and led to the 
magistrates convicting the 
individual. 

Convicted and 
subsequently resigned  

Yes Yes  

Lincolnshire Police Refused - Cost and Time 

Merseyside Police  77 

1 Police 

Inappropriate use of force 
systems. Officer has 
conducted numerous dubious 
checks on Force systems in 
relation to herself and others. 

Resigned and 
convicted 

Yes Yes 

1 Staff 

Inappropriate use of force 
systems. Officer has multiple 
questionable checks. They are 
questionable in that they 
focus on his surname and one 
street. 

No Case to Answer No  No  
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1 Police 

Inappropriate use of force 
systems. Audit checks 
obtained have identified 
officer as having conducted 
questionable checks on the 
force systems. 

No Case to Answer No  No  

1 Police 

Inappropriate use of force 
systems. Systems audit 
conducted on officer after he 
reported an association to 
PSD. 
  Audit reveals that he has on 
a couple of occasions 
examined 2 crime files on 
Niche where there was an off 
duty victim and also searched 
for another person with his 
surname. 

Officer to be provided 
with advice and 
training 

No  No  

1 Police 

Inappropriately shared 
information. Internal report 
submitted outlining that the 
officer has disclosed 
information about a 
surveillance operation she 
was involved in to a colleague 
within the Violent Offender 
Management Unit (VOMU), 
when she was explicitly asked 
not to. 

Final written warning No  No  

1 Staff 

Inappropriate use of force 
systems. As a result of an 
intelligence report by an 
officer in relation to criminal 

Advice and action plan 
given 

No  No  
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activity by a relative of his 
partner, Force systems checks 
were done which disclosed 
some inappropriate use of 
systems.  

1 Police 

Inappropriate use of force 
systems. Officer seeks 
permission to have access to 
his wife’s email account whilst 
she is off sick to monitor 
responses re a joint 
presentation they are working 
on. Permission is refused and 
so officer then obtains wife’s 
password and delegates her 
email account to him. The 
delegation was removed 
before he accessed her actual 
email account. 

Advice provided No  No  

1 Police 

Inappropriate use of force 
systems. A complaint was 
made alleging that officer 
accessed Force Systems and 
shared the information 
outside of the organisation.  
As part of that investigation 
the ACU have done an audit 
on officer's use of Force 
Systems; as a result of that 
audit, questionable checks 
have been identified 
unconnected to the complaint 
matters.  It is alleged that the 

Advice provided No  No  
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checks were not for a policing 
purpose as they relate to the 
officer's family and 
individuals/locations that are 
known to the officer but are 
outside the Police 
organisation and its business. 

1 Staff 

Inappropriate use of force 
systems. Employee completed 
a search on systems on behalf 
of her colleague.  Employee 
immediately reported the 
matter to a supervisor and 
both have submitted formal 
reports re their actions. 

Management action No  No  

1 Staff 

Inappropriate use of force 
systems. Employee's daughter 
was a vulnerable MFH. She 
was not reported but 
employee used Force systems 
to identify an address 
connected to their daughter. 
On arriving at the address she 
was not there and so asked a 
colleague to conduct a further 
search which she did.  

Management action No  No  

1 Police 

Inappropriately shared 
information. It is alleged that 
officer became aware his 
daughter had disclosed 
confidential information to 
her mother, who had made 
further disclosures and he 

Management action No  No  
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failed to report the matter in 
an appropriate manner. 

1 Staff 

Inappropriate use of force 
systems and sharing 
information. Employee has 
received a test message from 
a friend enquiring about an 
incident in the St Helens area.  
She has responded by saying 
that she would have a look at 
the log when next on duty. 
When next on duty she 
examined the incident logs 
and then sent a number of 
text messages to her friend 
providing her with 
information about the 
incident.  

Resigned Yes No  

1 Police 

Inappropriately shared 
information. Allegation that 
officer has breached force 
confidentiality by attending a 
fellow officer’s house and 
informing him that a sex 
offender lived in his road.  As 
a result of his actions the 
information was passed to a 
third party outside the 
organisation. 

Written warning No  No  
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2 Police 

Inappropriately shared 
information. It is alleged the 
officer was involved in the 
disclosure of confidential 
information when not in the 
proper course of police duties 
regarding the movement of a 
Juvenile from GMP to the 
Merseyside area. 

Management action No  No  

1 Police 

Inappropriate use of force 
systems. Questionable system 
checks require investigation. 
There is no suggestion that 
this information has been for 
a third party. 

No Case to Answer No  No  

1 Staff 

Inappropriate use of force 
systems. Audit check revealed 
a number of inappropriate 
checks in relation to their 
extended family. 

Dismissed  No  No  

1 Police 

Inappropriate use of force 
systems. Audit checks show 
the officer may have carried 
out inappropriate system 
checks. Officer has viewed 
briefing sheet where he 
resides 3 times more often 
than where he works and has 
carried out checks on his 
name. 

Management action No  No  

1 Police 
Inappropriate use of force 
systems. Audit checks show 
that the officer has carried out 

Management action No  No  
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a number of system checks on 
and around current and 
previous address and entered 
crime files. 

1 Police 

Inappropriate use of force 
systems. Allegation officer 
disclosed information from 
police systems to his friend 
during a civil dispute. Checks 
did not confirm this allegation, 
but did identify historic checks 
in relation to his family. 

No Case to Answer No  No  

2 Police 

Inappropriate use of force 
systems. Audit checks have 
identified a number of 
questionable force system 
checks. 

No Case to Answer No  No  

1 Police 

Inappropriate use of force 
systems. Audit checks have 
identified a number of 
questionable force system 
checks. 

Resigned Yes No  

1 Staff 

Inappropriate use of force 
systems. ACU systems audit 
has identified a large number 
of system checks between 
2007-2012 that do not appear 
to be for a policing purpose. 

Resigned Yes No  

1 Police 

Inappropriate use of force 
systems. Allegation that the 
officer has 'checked out' a 
black 2-door BMW motor 
vehicle given to his sister by 

No Case to Answer No  No  
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her ex-boyfriend using police 
systems. 

1 Police 
Inappropriate use of force 
systems. Accessing force 
systems. 

Resigned Yes No  

1 Staff 

Inappropriate use of force 
systems. On 20/09/12 
maintenance on the 
Merseyside Police Team Drive 
Server allowed access to 
secure team drive folders to 
unauthorised staff.  Employee 
has accessed a number of 
sensitive team drive folders 
and copied this material to his 
personal computer desktop 
and then onto a memory stick. 

Dismissed No  No  

1 Staff 

Inappropriate use of force 
systems. On Thursday 20/9/12 
maintenance on the 
Merseyside Police Team Drive 
Server allowed access to 
secure team drive folders to 
unauthorised staff. 
On 20/9/12 employee has 
accessed a team drive and 
viewed a word document. 

Written warning and 
advice given 

No  No  

1 Staff 

Inappropriate use of force 
systems. Computer Misuse, 
questionable system checks 
relating to officer, her 
address, daughter and 
daughters address and male 

Dismissed No  No  
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believed to be her son, who is 
involved in drug supply. 

1 Police 

Inappropriate use of force 
systems. Audit check revealed 
a large number of 
inappropriate checks.  Officer 
was summoned for 14 
offences contrary to the DPA 
1998 and 9 offences contrary 
to the Computer Misuse Act 
1990 and following a full trial 
at LCM Court were convicted 
in relation to all matters. 

Dismissed and 
convicted 

No  Yes 

1 Police 

Inappropriate use of force 
systems. Officer arrested for 
assault on partner's daughter 
during a domestic argument. 
Suggestion they may have 
used Forced systems to check 
out the partner. 

Resigned and 
cautioned 

Yes No  

1 Staff 

Inappropriate use of force 
systems. ACU audit suggests 
staff member has 
inappropriately accessed a 
niche file and may have 
disclosed this information. 

No Case to Answer No  No  

1 Staff 

Inappropriate use of force 
systems. Audit highlights a 
number of inappropriate 
system checks for a non-
policing purpose. 
  These appear to include 
family members, vehicles 

Dismissed and 
convicted 

No  Yes 
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associated to her and custody 
records.  Officer pleaded 
guilty at LCC to 12 offences 
contrary to DPA 1998 and 1 
offence contrary to the 
Computer Misuse Act 1990. 

1 Staff 

Password security. Whilst a 
member of his staff was 
waiting for IT system access, 
this employee has disclosed 
his log on and password 
details to her so she can 
access force systems. 

Advice given No  No  

1 Police 

Inappropriate use of force 
systems. Allegation officer has 
carried out checks on vehicles 
in his mother's street. 

No Case to Answer No  No  

1 Police 

Inappropriate use of force 
systems. Officer obtained 
personal data from 
Merseyside Police computer 
systems in respect of an 
associate. 

Dismissed No  No  

1 Staff 

Inappropriate use of force 
systems. Request made on 
21/02/13 to resume access to 
Force IT systems.  Audit of 
computer usage shows 300 
questionable checks relating 
to searching on addresses and 
names linked to her / family. 

Resigned and 
convicted 

Yes Yes 
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1 Police 

Inappropriate use of force 
systems. Officer's partner was 
arrested for a number of 
offences whilst driving the 
officer's car.  As a result of the 
arrest, the officer was 
required by her supervision to 
complete a Notifiable 
Association report.  In the 
report, the officer admits 
researching her partner's 
former girlfriend on force 
systems.  Further system audit 
has identified that the officer 
has conducted further DPA 
checks on another previous 
partner. 

Resigned and 
convicted 

Yes Yes 

1 Police 

Inappropriate use of force 
systems. Officer enters and 
updates storm log relating to 
TFMV in different BCU.  
Complainant has same name 
as officer. 

No Case to Answer No  No  

1 Police 

Inappropriately shared 
information. Officer has 
provided information in a 104 
regarding an incident she was 
involved in.  She has disclosed 
that she potentially breached 
the DPA by providing 
information to a member of 
the public. 

Advice and training 
provided 

No  No  



 

62 
 

1 Police 

Inappropriate use of force 
systems. Research has 
indicated that the officer has 
carried out systems enquiries 
on a male in custody that 
cannot be accounted for, at 
this stage.  If not for a policing 
purpose this would amount to 
a DPA criminal offence and a 
breach under honesty and 
integrity. 

No Case to Answer No  No  

1 Police 

Inappropriately shared 
information. It has been 
suggested that officer has 
updated DV victim regarding 
on-going criminal 
investigations via Facebook. 

Resigned and 
convicted 

Yes Yes 

1 Police 

Inappropriate use of force 
systems. Misuse of force 
systems identified during 
vetting enquiry.  Officer 
received final written warning 
8.2.11 for similar offence.  
Limited checks but relates to 
self, home address and 
current partner. 

Resigned and 
convicted 

Yes Yes 

1 Police 

Inappropriate use of force 
systems. Evidence of 
questionable checks on force 
systems relating to premises 
controlled by officer. 

No Case to Answer No  No  

1 Staff 
Inappropriately shared 
information. It is alleged 

Dismissed No  No  
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employee without authority 
or permission has disclosed 
confidential police 
information to a senior press 
officer, employed by Liverpool 
Daily Post and Echo. 

1 Staff 

Inappropriate use of force 
systems. Employee has been 
convicted of a criminal 
offence under the Data 
Protection Act 1998, in 
respect of the unauthorised 
police systems checks on his 
home address. 

Dismissed and 
convicted 

No  Yes 

1 Police 

Inappropriate use of force 
systems. Officer was convicted 
of a criminal offence that 
contravened the DPA 1998. 
  Between 17th March 2011 
and 10th May 2011, 
knowingly and without the 
consent of the data controller, 
unlawfully obtained personal 
data held on police computer 
systems. 

Dismissed and 
convicted 

No  Yes 

1 Police 

Inappropriate use of force 
systems. Questionable checks 
by officer on force systems 
that are suspected to be DPA 
criminal offences.  

Dismissed and 
convicted 

No  Yes 

1 Police 
Inappropriate use of force 
systems. It is alleged that the 
officer has breached force 

No Case to Answer No  No  
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policy by using various force 
computer systems to conduct 
checks that were not for a 
policing purpose.  

1 Staff 

Inappropriate use of force 
systems. It is alleged that on 
16 separate occasions 
between 3/2/10 and 2/9/13 
employee used Merseyside 
Police force systems to 
conduct unauthorised checks 
on his personal vehicle 
including the previous 
registered keeper. He also 
conducted unauthorised 
checks on his own, his sisters' 
and neighbour's addresses. 
None of these checks were 
conducted for official police 
business.  

Resigned Yes No  

1 Police 

Inappropriate use of force 
systems. Case originates from 
an MFH enquiry that is linked 
to a relative of the officer. Her 
conduct surrounding this issue 
caused sufficient concern as 
to merit a report to PSD. As a 
result of this an ACU audit was 
conducted which has 
highlighted possible DPA 
offences. 

No Case to Answer No  No  

1 Police 
Inappropriate use of force 
systems. Officer on career 

Resigned Yes No  
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break falsely claims to be on 
duty to access information. 

1 Staff 

Inappropriate use of force 
systems. ACU audit has 
revealed systems checks 
relating to the case in which 
the member of staff was the 
alleged offender. 

Resigned and 
convicted 

Yes Yes 

1 Police 

Inappropriate use of force 
systems. Police Inappropriate 
use of force systems It is 
alleged that the officer has 
conducted checks on 
Merseyside Police Force 
systems which were not for a 
policing purpose. 

Dismissed and 
convicted 

No  Yes 

1 Police 

Inappropriate use of force 
systems. Off duty officer is 
victim of a theft of motor 
cycle.  He is a witness in the 
case.  The officer has then 
investigated his own crime, 
seizing and viewing CCTV, 
requesting ANPR checks and 
updating the Enquiry Log.  

Management Action No  No  

1 Police 

Inappropriate use of force 
systems. It is alleged officer 
has conducted a number of 
questionable checks and they 
were not completed for a 
policing purpose. 

Written warning No  No  
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1 Staff 

Inappropriate use of force 
systems. The allegation is that 
between 27th September 
2008 and 6th December 2013 
employee consistently 
misused Merseyside Police 
computer systems to research 
information for reasons other 
than for a Policing purpose. 

Dismissed No  No  

1 Staff 

Inappropriate use of force 
systems. Audit of computer 
use shows that police staff 
member has made checks on 
her home address, the 
address of her neighbour and 
other checks in the vicinity of 
her home address.  Checks do 
not appear to be for a policing 
purpose. 

Resigned and 
convicted 

Yes Yes 

1 Police 

Inappropriate use of force 
systems. Audit has revealed 
that officer has conducted 5 
questionable checks on her 
sister between 2007 and 
2010. 

Written warning No  No  

1 Staff 

Inappropriate use of force 
systems. Audit has revealed 
that officer has conducted 
questionable checks on her 
ex-partner, herself and a male 
neighbour. She has accessed 
crime files relating to her ex-
partner and herself. Checks 

Resigned Yes No  
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conducted between 2009-
2011. 

1 Staff 

Inappropriate use of force 
systems. Audit has revealed 
that member of police staff 
has conducted a check on her 
husband. Also a check on her 
sister’s address regarding a 
male linked to the same 
address. Checks not believed 
to be for a policing purpose. 

Management action No  No  

1 Police 

Inappropriate use of force 
systems. ACU audit has 
revealed that member of staff 
has made numerous systems' 
checks on her cousin and her 
cousin's son. 

Advice given No  No  

1 Staff 

PCSO views incident log 
during normal duties, which is 
from her neighbour and 
relates to a complaint against 
her daughter.  Later that same 
day PCSO admits to carrying 
out a check on her neighbour 
and also wrote down the 
details from the incident log 
she viewed and informed her 
own partner, which appear for 
personal reasons. 

Final written warning No  No  

1 Police 
Inappropriate use of force 
systems. Complainant 
(partner of officer's ex-wife) 

No Case to Answer No  No  
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suspects officer may have 
conducted an unauthorised 
check on PNC. 

1 Police 

Inappropriate use of force 
systems. Complainant 
suspects an officer who is his 
current partner's ex-husband 
may have conducted an 
unauthorised check on PNC.  
This officer was in the vehicle 
at the time of the stop check 
and audit checks show he 
searched for the vehicle.  

Management action No  No  

1 Police 

Inappropriate use of force 
systems. Suggestion that 
officer has accessed force 
systems to look at duties of 
another officer who he 
believes is having an affair 
with his wife. 

Meeting - Not proven No  No  

1 Police 

Officer is alleged to be in an 
inappropriate relationship 
with members of an OCG and 
to have passed information 
from the force systems to the 
OCG in return for payment.  

Dismissed and 
convicted 

No  No  

1 Police 

Inappropriate use of force 
systems. It is alleged that 
between 3rd August 2011 and 
25th September 2013 officer 
conducted numerous checks 
using Merseyside Police 
Systems relating to her family 

Dismissed No  No  
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and their partners.  It is 
alleged that this was not a 
policing purpose.  

1 Police 

Inappropriately use of force 
systems. Enquiries have 
highlighted officer has 
historically interrogated Force 
Systems in connection with 
the street he resides.    No 
evidence of disclosure and 
appear to be 'curiosity' 
checks. 

Management advice 
and training 

No  No  

1 Police 

Inappropriate use of force 
systems. It is alleged officer 
has conducted a number of 
questionable checks and they 
were not completed for a 
policing purpose. 

Management action No  No  

1 Police 

Inappropriate use of force 
systems. On Fri 19/12/14 on 2 
separate occasions you 
misused force systems and 
interrogated a Niche file 
related to a serious case.  

Management Advice No  No  

1 Staff 

Inappropriate use of force 
systems. Officer self discloses 
that he has accessed a storm 
log in relation to a family 
matter.  In making an 
assessment of this matter I 
have considered.  

Management advice 
and training 

No  No  



 

70 
 

1 Police 

Inappropriate use of force 
systems. An audit has been 
conducted around use of 
Force systems.  This exercise 
has identified a number of 
Niche based enquiries, as well 
others relating to QAS, which 
do not appear to be for a 
legitimate policing purpose. 
 
The enquiries span from 2008 
through to December 2014 
and the nature of them 
appear to involve family 
members and also a series of 
enquiries regarding a nominal 
who is believed to be in a 
relationship with the officer’s 
niece. 

No Case to Answer No  No  

1 Police  

Inappropriate use of force 
systems. Audit has identified 
officer has conducted 
historical checks on Force 
systems regarding his wife 
being a victim of crime and his 
step daughter being arrested. 

Management Advice No  No  

1 Staff 

Inappropriate use of force 
systems. Employee appears to 
have accessed a Niche record 
and viewed the content. He 
has then sent the implicated 
officer an email alerting the 
officer to the allegation and 

Management Advice No  No  
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also that PSD have been 
informed. 

1 Staff 

Inappropriate use of force 
systems. An ACU audit has 
identified that employee has 
conducted an enquiry on 
Force systems regarding a 
male who he is involved in a 
personal dispute. 

Resigned Yes No  

1 Police 

Inappropriate use of force 
systems. Officer has come on 
duty and accessed Niche to 
research if her husband, who 
she is concerned for due to his 
serious medical issues, had 
been arrested. YP accesses 
her husband's Niche record 
and then alerts her supervisor 
to this unauthorised access.  
This has been reported to 
PSD. 

Management Action No  No  

Metropolitan 
Police9 

39 1 Officer 

The officer has provided 

false details concerning 

the manner of driving and 

false details concerning 

her identity to cause 

inconvenience to an 

acquaintance. Data 

Conviction  No  Yes 

                                                           
9
 Response notes that: “The MPS has a flag under which alleged breaches of the Data Protection Act are recorded. This flag is used by members of staff when they perceive that a Data 

Protection Act breach has taken place. I further explained that it can be seen by reading the allegation summary column, that a number of the recorded breaches are not, in fact, breaches of 
the Data Protection Act 1998.” The response further notes that a breach, as summarised by the member of staff recording the allegation may not be representative of the actual breach as 
proven in a criminal court or a misconduct hearing.  
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Protection Breach 

1 Officer 

Officer conducted PNC & 

MDT check of a vehicle 

and also a name check on 

original informants 

husband. - Between 

****** 2011 and ******* 

2011 at within the 

jurisdiction of the *****, 

without the consent of the 

data controller, knowingly 

or recklessly disclosed 

personal data Contrary to 

sections 55(3) and 60(2) 

of the Data Protection Act 

1998. 

Conviction  No  Yes 

1 Officer 

OPERATION ******** -

Between ******* 2005 

and *********** 2010 

conducted in excess of 30 

unauthorised searches on 

MPS Intelligence and 

Crime recording indices 

Conviction  No  Yes 

1 Officer 

It is alleged that officer 

knowingly or recklessly, 

without the consent of the 

data controller, obtained 

or disclosed personal data 

or the information 

contained in personal data, 

contained within MPS data 

systems without an 

authorised reason. 

Conviction  No  Yes 

1 Officer 
Officer is believed to be 

passing intelligence to two 
Conviction  No  Yes 
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known drug dealers/users 

1 Officer 

Used MPS communications 

systems to pass 

information obtained from 

MPS databases to third 

parties outside the MPS 

Conviction  No  Yes 

1 Officer 
Operation ********* - 

Misuse of MPS databases 
Conviction  No  Yes 

1 Officer 

Complainant states that in 

**** an officer had 

informed her parents 

without her permission or 

knowledge that she had 

moved to *********** 

and later again that her 

daughter had been taken 

into care. Complainant did 

not wish these details to 

be divulged to her family 

and feels this is a breach 

of the data protection act. 

Disciplined internally  No  No  

1 Officer 
The complainant states the 

officer Breached Data 

Protection Act. 

Disciplined internally  No  No  

1 Officer 

The officer cited has 

breached data protection 

by sending an email using 

another colleagues 

computer who had left his 

desk briefly and had 

neglected to log off his 

computer.  The email was 

sent to a senior officer and 

although not abusive was 

flippant in nature poking 

fun at another senior 

Disciplined internally  No  No  
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officer.  The officer cited 

has come forward 

admitting to doing this. 

1 Officer 

Complainant states that 

when distributing missing 

person posters, police 

allowed for private 

information such as the 

persons address, the fact 

she carries money and is 

an alcoholic, to be shown 

on said poster 

Disciplined internally  No  No  

1 Officer 

Officer misused Met Police 

computer systems to 

submit data protection act 

requests for a 

*********** Police 

investigation.  He had no 

need or authority to make 

these requests.  He 

requested the resulting 

information be copied to 

him without good reason 

or authority 

Disciplined internally  No  No  

1 Officer 

The complainant alleges 

that the officer has 

unlawfully obtained both 

his and his relatives 

personal details. 

Disciplined internally  No  No  

1 Officer 

Complainant states officer 

revealed matters of a very 

embarrassing and 

unproven nature to his 

parents. 

Disciplined internally  No  No  
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1 Officer 

The complainant states 

that the officer told his 

father the details of his 

bail and states that this is 

a breach of the Data 

Protection Act 

Disciplined internally  No  No  

1 Officer 

Complainant states that 

the police informed his 

employer of his arrest 

which caused the loss of 

his employment as a 

contract cleaner at a 

school. 

Disciplined internally  No  No  

1 Officer 

The officer has supplied a 

document to a third party 

which they were not 

entitled to have, albeit a 

legal representative for an 

officer who was subject to 

a criminal misconduct 

interview. Furthermore, he 

is a **************** 

and should be fully aware 

that this document is non 

disclosable and subject to 

legal privilege. He has no 

reason to access or obtain 

this document and indeed, 

it is clear on the MG3 that 

this is a report between 

the Police and the CPS and 

is Not Disclosable. 

Disciplined internally  No  No  

1 Officer 

Officer disclosed 

confidential information 

regarding a live 

misconduct matter 

Disciplined internally  No  No  
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involving another officer to 

a third party outside the 

MPS. 

1 Officer 

Asked another officer to 

access information, a 

request which contravened 

Data Protection Act and 

MetSec rules. 

Disciplined internally  No  No  

1 Officer 

The complainant states 

that an officer has 

breached the Data 

Protection Act and passed 

sensitive information to an 

external 3rd party. 

Disciplined internally  No  No  

1 Officer 

Complainant states that 

the officer sent confidential 

information to his medical 

school. 

Disciplined internally  No  No  

1 Officer 

Failure in duty - officer 

allowed another officer to 

use her log on and 

password to access a 

computer system to which 

a data protection act 

applies 

Disciplined internally  No  No  

1 Civilian 
Unsatisfactory 

performance - specifically 

breaches of the DPA. 

Disciplined internally  No  No  

1 Civilian 

Not following correct 

procedure and issuing a 

police officers private 

telephone number to a 

member of the public 

Disciplined internally  No  No  

1 Civilian 
Improper disclosure of 

information - Loser of 

motor vehicle has been 

Disciplined internally  No  No  
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given details of the finder 

by police, Breaching data 

protection and 

complainant’s privacy. 

1 Civilian 

The complainant states 

that a member of police 

staff breached the data 

protection by disclosing 

the name and address of a 

witness to another witness 

relating to an offence of 

residential burglary. 

Disciplined internally  No  No  

1 Civilian 

Improper disclosure of 

information - 

Complainant's details were 

given to the other party 

concerned, and now (C) 

fears for her life 

Disciplined internally  No  No  

1 Civilian 

Claims officer turned his IT 

unit to the informant’s 

sister and mother thereby 

disclosing the details of his 

caution. His family had 

been unaware of this 

matter until this time 

Disciplined internally  No  No  

1 Civilian 
Allegation of Breach of 

Data Protection and 

misuse of PNC. 

Disciplined internally  No  No  

1 Civilian 

The complainant states his 

address has been listed on 

a crime digest, in terms of 

road name, method and 

property taken, he is 

unhappy as he feels this 

breaches data protection 

and should not be in the 

Disciplined internally  No  No  
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public domain. 

1 Civilian 

(C) made a Data 

Protection Act application 

and has left messages but 

has not been updated by 

the officer 

Disciplined internally  No  No  

1 Civilian 
It is alleged that the 

subject breached the Data 

Protection Act. 

Disciplined internally  No  No  

1 Civilian 

The complainant states 

that the ************ 

gave her details to an 

alleged victim, this was in 

breach of the Date 

Protection Act. 

Disciplined internally  No  No  

1 Civilian 

Failed to call complaint 

back as promised and give 

incorrect advice around 

the notification of an adult 

in Police Custody contrary 

to the Data Protection Act. 

Disciplined internally  No  No  

1 Officer 

The complainant states 

that an officer breached 

Data Protection and/or 

Information sharing 

regulations. 

Resigned during 
disciplinary  

Yes No  

1 Officer 

Officer obtained 

information from the CRIS 

system to which he was 

not entitled with regard to 

the investigation of two 

rapes relating to a 

**************** and 

this information was 

Resigned during 
disciplinary  

Yes No  
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passed to an unknown 

person, both aspects being 

contrary to section 55 of 

Data Protection Act 1998. 

1 Officer 

Improper disclosure of 

information - It is alleged 

that PC ********* has 

made reference in media 

interviews to 

investigations that he may 

not have had any 

professional dealings with- 

this may have be in breach 

of data protection laws and 

principles. 

Resigned during 
disciplinary  

Yes No  

1 Officer 

Whilst completing a CRIS 

for theft of M/V at 

********** station where 

the Victim was with other 

officers, *********** 

asked the male for his 

details. The victim 

provided ******** with 

his driving license. 

******* returned to the 

office on the *********** 

where only himself and 

********* were sat. 

******* apparently found 

the males name amusing 

and was laughing and 

stated 'I NEED TO SEND 

THIS TO MY 

FRIEND'  ********** has 

seen ********* take his 

phone, open to the 

'SNAPCHAT' App and point 

Resigned during 
disciplinary  

Yes No  
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it towards the victims 

driving license to take a 

photo. ************* 

has challenged ********. 

********* has advised 

*********** not to and 

************ put his 

phone away. However 

************ was in and 

out the office and did not 

have view of 

************ at all 

times. This is a clear 

breach of data protection, 

it also falls far below the 

professional standards of 

the Metropolitan Police and 

is an abuse of trust. 

1 Civilian 
The subject accepted a Caution 
on ********* for breaching the 
Data Protection Act 1998. 

Resigned during 
disciplinary  

Yes No  

Norfolk 
Constabulary  

31 

1 Staff 
Accessed personal data on 
force system for non-policing 
purpose 

Dismissed No  No  

1 Staff 
Accessed force systems 
without policing purpose and 
disclosed the information 

Dismissed No  No  

2 
Information 
not broken 

down  

Accessed data systems 
without a lawful policing 
purpose 

Disciplined internally10 No  No  

1 
Accessed custody record 
without policing purpose and 
potentially disclosed the 

Disciplined internally No  No  

                                                           
10

 Response notes: 7 Police officers and 8 members of staff were disciplined internally. 
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details to a third party 

1 
Browsing force systems 
regarding family/associates 

Disciplined internally No  No  

2 
Accessed systems to view 
intelligence records for non-
policing purpose 

Disciplined internally No  No  

2 
Accessed systems for non-
policing purpose 

Disciplined internally No  No  

2 
Accessed systems to conduct 
intelligence searches for non-
policing purpose 

Disciplined internally No  No  

1 
Disclosure confidential 
information 

Disciplined internally No  No  

1 

Accessed systems to conduct 
intelligence searches on 
individual and in relation to a 
specific incident 

Disciplined internally No  No  

1 
Accessed systems to make 
intelligence checks for non-
policing purpose 

Disciplined internally No  No  

1 
Inappropriately accessed 
custody records relating to 
known individuals 

Disciplined internally No  No  

1 
Utilised personal details for a 
non-policing purpose 

Disciplined internally No  No  

1 
Accessed systems for non-
policing purpose 

Resigned during 
disciplinary process11 

Yes No  

1 
Accessed data held on force 
system for a non-policing 
purpose 

Resigned during 
disciplinary process 

Yes No  

1 Obtain/disclose personal data Resigned during Yes No  

                                                           
11

 Response notes: 2 police officers and 2 members of staff resigned during the disciplinary process. 
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from systems relating to 
intelligence checks 

disciplinary process 

1 
Accessed systems to conduct 
intelligence searches for a 
non-policing purpose 

Resigned during 
disciplinary process 

Yes No  

1 

Accessed force systems for 
non-policing purpose and 
disclosed the data to a third 
party 

No formal disciplinary 
action12  

No  No  

1 
Unlawful disclosure of 
sensitive personal data to 
another public authority 

No formal disciplinary 
action  

No  No  

2 
Disclosed sensitive 
information 

No formal disciplinary 
action  

No  No  

1 
Viewed police systems 
without policing purpose 

No formal disciplinary 
action  

No  No  

1 

Inappropriate searches of 
force systems in respect of 
individuals and associated 
addresses 

No formal disciplinary 
action  

No  No  

1 
Inappropriately accessed 
intelligence information 
relating to known individuals 

No formal disciplinary 
action  

No  No  

3 
Accessed the custody system 
and viewed custody records 
for a non-policing purpose 

No formal disciplinary 
action  

No  No  

North Wales 
Police  

25 

2 Police 
Accessed police info for a non-
policing purpose.  

Final Written Warning  No  No  

2 Police 
Accessed police info for a non-
policing purpose.  

Written warning and 
Management Action  

No  No  

1 PCSO Accessed and disclosed Dismissed No  No  

                                                           
12

 Response notes: 9 police officers and 1 member of staff received no formal disciplinary action. 



 

83 
 

several pieces of police 
information to partner 

1 Civilian  

Accessed police info for a non-
policing purposes. Had 
unsolicited communication 
with subjects of the access  

Final Written Warning 
extension  

No  No  

1 Police 
Accessed police info for a non-
policing purpose.  

Written warning  No  No  

1 Civilian  
Accessed police info for a non-
policing purpose.  

Final Written Warning  No  No  

1 Civilian  
Accessed police info for a non-
policing purpose.  

Formal warning  No  No  

1 Civilian  
Accessed police info for a non-
policing purpose.  

Verbal warning  No  No  

1 Police  

Had information transcribed 
by external agency and 
disclosed personal data in the 
process 

Management Advice No  No  

1 Police  

Accessed intel relating to 
criminal offences and 
disclosed to persons 
connected to the offences  

Prosecuted and found 
guilty (Retired) 

No  Yes 

1 Civilian  
Accessed police info for a non-
policing purpose  

Verbal warning  No  No  

1 Police  
Accessed police info and 
disclosed to partner 

Officer was dismissed 
for other misconduct 
offence prior to this 
charge 

No  No  

2 Civilian 
Accessed police info for a non-
policing purpose Verbal warning  

No  No  

1 Police  
Accessed police info for a non-
policing purpose 

Meeting - 
Management Advice  

No  No  

1 PCSO Accessed police info for a non- Verbal warning  No  No  
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policing purpose 

1 Police 
Accessed police info for a non-
policing purpose 

Not proven - 
Management Action  

No  No  

1 Civilian  
Accessed police info for a non-
policing purpose 

Resigned before 
charges preferred  Yes 

No  

1 Civilian  
Accessed police info for a non-
policing purpose Dismissed 

No  No  

1 Police 
Accessed police info for a non-
policing purpose Dismissed 

No  No  

1 Civilian 
Accessed police info for a non-
policing purpose Resigned  Yes 

No  

2 Police 
Accessed police info for a non-
policing purpose 

Meeting - 
Management Advice  

No  No  

North Yorkshire 
Police 

98 

5 

Refused - S. 
40 

Disclosed police information  Management Action  No  No  

1 Disclosed police information  Final Written Warning  No  No  

1 Disclosed police information  No Further Action  No  No  

21 
Accessed police systems 
without a policing purpose 

Management Action  No  No  

8 
Accessed police systems 
without a policing purpose 

Written Warning  No  No  

5 
Accessed police systems 
without a policing purpose 

Final Written Warning No  No  

1 
Accessed police systems 
without a policing purpose 

Dismissal  No  No  

7 
Accessed police systems 
without a policing purpose 

No Further Action  No  No  

1 Loss of insecure memory stick Written Warning  No  No  

12 

Emailed 
Restricted/Confidential 
material to an insecure email 
address 

Management Action  No  No  

1 Emailed No Further Action  No  No  
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Restricted/Confidential 
material to an insecure email 
address 

1 Laptop Stolen  Management Action  No  No  

1 
Unauthorised use of a Police 
System  

Management Action  No  No  

1 
Unauthorised use of a Police 
System  

Written Warning No  No  

1 
Unauthorised use of a Police 
System  

Dismissal  No  No  

14 Misuse of a Police System  Management Action No  No  

8 Misuse of a Police System  Written Warning No  No  

1 Misuse of a Police System  Final Written Warning  No  No  

2 Misuse of a Police System  Dismissal  No  No  

6 Misuse of a Police System  No Further Action  No  No  

Northamptonshire 
Police 

24 

1 Staff 
Police staff member misuse of 
force intelligence system. 

Criminal Caution No  Yes 

1 Staff 
Improper access to force 
systems Disciplined internally  

No  No  

1 Officer Misuse of Police system Disciplined internally  No  No  

1 Staff 
Improper disclosure of 
information Disciplined internally  

No  No  

2 Officer 
Improper disclosure of 
information Disciplined internally  

No  No  

2 Officer 
Improper disclosure of 
personal information Disciplined internally  

No  No  

1 Officer Failure to disclose information Disciplined internally  No  No  

1 
Officer and 
Staff 

Improper disclosure of 
personal information to a 
number of parties Disciplined internally  

No  
No 

14 Information Information not provided  No disciplinary action  No  No  
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not provided  

Northumbria 
Police  

Refused - Cost and Time 

Nottinghamshire 
Police13  

11 

1 

Information 
not broken 

down  

In receipt of 3rd party data 
about another individual. 
Inadvertent disclosure of 
incidents relating to another 
individual of the same name. 

On review found to be 
a genuine mistake 
Action Memo to PSD 
re this incident and 
lessons learned. 

No  No  

1 

Inappropriate Disclosure of 
Information - Information sent 
to incorrect recipient. Sent 
request form re an 
investigation to the ICO 
instead of the LA, which 
outlined the crime. 

Officer responsible 
should be given a 
formal guidance 
interview by line 
manager. 

No  No  

1 

Inappropriate Disclosure of 
Information - Disclosure of 
Third party information to 
another employee through 
accessing systems for 
unauthorised use. 

Gross misconduct of 
staff member - 
Recipient of the 
information had a 
duty of care to report 
it and should be 
subject to disciplinary 
for failure to report 
the DPA breaches.  

No  No  

1 

Inappropriate Disclosure of 
Information - Inappropriate 
disclosure of information to 
the Universities in Nottingham 

Closed and signed off 
by DCC  

No  No  

1 
Inappropriate use of Data - 
Inappropriate use of NHW 
scheme. Access information 

Advice given. Genuine 
error 

No  No  

                                                           
13

 Response notes: One further case is still under investigation.  
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from Neighbour Hood watch 
scheme.  

1 

Loss / theft of Data - Possible 
theft of data from Police 
vehicle - Police information 
found to be missing from 
Vehicle 

Signed off by DCC. Risk 
assessed. Advice 
given. 

No  No  

1 

Inappropriate use of Data - 
Notification from NCC in 
respect of whistle-blower 
report to ICO 

This has been referred 
to the ICO 

No  No  

1 

Disclosure of information was 
made to Notts County Council 
instead of Notts City Council - 
however, both have entries 
for the 'child' and the County 
Council did confirm incorrectly 
they had made the request 
when contact by Police 
Disclosure Officer who was 
seeking confirmation. 

Action send letter 
from SIRO to Notts 
County Courts 
Information Gov. Lead 
highlighting the need 
to specify full local 
authority detail of 
County Council or City 
Council to enable us to 
avoid inadvertent 
disclosure – Lessons 
learned discussion 
with Disclosure Team 

No  No  

1 
PC disclosed to third party 
that an individual had 
previous convictions  

Officer resigned 
during the 
investigation. Yes 

No  

1 

Inappropriate Disclosure of 
information - Correspondence 
from Professional Standards 
Department to incorrect 
address 

PSD briefed all staff on 
ensuring that 
addresses are 
accurately recorded 
and kept up to date. 
There are now 

No  No  
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measures in place to 
send documents with 
personal and sensitive 
personal data by 
recorded or special 
delivery  

1 

Inappropriate disclosure of 
information – PC disclosed 
information in relation to 
individuals to third parties 

Dismissed gross 
misconduct 

No  No  

Police Scotland14 28 

1 Police Misuse of police systems 

Retired prior to 
completion of 
misconduct 
proceedings. 
Convicted.  

No  Yes 

1 Police Misuse of police systems  

Resigned prior to 
completion of 
misconduct 
proceedings. 
Convicted.  Yes  Yes 

1 Police Misuse of police systems 

Police Conduct 
Regulation - Reduction 
in rate of pay. 
Convicted.  No  Yes 

1 Police Misuse of police systems  

Police Conduct 
Regulation Warning. 
Convicted.  No  Yes 

12 Police Misuse of police systems  
Police Conduct 
Regulation Warning  No  No 

1 Police Misuse of police systems  
Resigned prior to 
completion of Yes No 

                                                           
14

 Response notes: Question 5 refused due to cost and time limits.  
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misconduct 
proceedings 

1 Police Misuse of police systems  
Police Conduct 
Regulation - Fine No  No 

4 Police Misuse of police systems  Corrective advice  No  No 

1 Police Staff Information not provided Conviction  No  Yes 

1 Police Staff Information not provided 
Employment 
Terminated No  No 

4 Police Staff Information not provided Disciplined internally No  No 

Police Service of 
Northern Ireland 

Refused - Cost and Time 

South Wales 
Police 

67 

1 Police Staff 
The subject inappropriately 
accessed relatives on system. 

Written Warning No  No  

1 Police Staff 
The subject inappropriately 
accessed records of 
associates. 

Subject Resigned 
during Investigation. 

Yes  No  

1 Constable 
The subject inappropriately 
accessed the record of an 
associate. 

Written Warning No  No  

1 Constable 
The subject inappropriately 
accessed their former 
partner’s details. 

Written Warning No  No  

1 Police Staff 
The subject inappropriately 
accessed a system record 
pertaining to a relative. 

Management Advice No  No  

1 Constable 
The subject inappropriately 
printed a copy of an incident 
pertaining to theirself. 

Management Action No  No  

1 Constable 
The subject researched a 
family member without 
authorisation. 

Management Advice No  No  

1 Police Staff The subject inappropriately Subject Resigned Yes No  
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accessed records of their 
partner. 

during Investigation 

1 Police Staff 
The subject checked the 
database regarding an 
associate. 

Subject Resigned 
during Investigation 

Yes No  

1 Constable 
Personnel member requested 
information not for a Policing 
Purpose. 

Management Action No  No  

1 Constable 

The subject inappropriately 
accessed the record of a 
personal matter not 
pertaining to their police 
duties. 

Written Warning No  No  

1 Police Staff 
The subject inappropriately 
accessed the record of a 
family member. 

Subject Resigned 
during Investigation 

Yes  No  

1 Constable 

The subject was alleged to be 
inappropriately accessing and 
disclosing police information 
to an associate. 

Subject Resigned 
during Investigation.  

Yes  No  

1 Sergeant 
The subject inappropriately 
accessed a record pertaining 
to a relative. 

Management Action No  No  

1 Police Staff 
The subject inappropriately 
accessed records pertaining to 
associates / premises. 

Subject Resigned 
during Investigation. 

Yes  No  

1 Constable 

The subject made an 
inappropriate disclosure 
during a telephone 
conversation with a  third 
party 

Management Action No  No  

1 Police Staff 
The subject conducted 
unauthorised searches on an 

Written Warning No  No  
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associate. 

1 Constable 
The subject inappropriately 
accessed the system records 
of family members. 

Management Action No  No  

1 Police Staff 
The subject conducted an 
unauthorised search on an 
associate. 

Written Warning No  No  

1 Police Staff 
Personnel member made 
unauthorised amendments to 
a record. 

Subject Resigned 
during Investigation 

Yes  No  

1 Constable 
The subject inappropriately 
accessed records pertaining to 
their partner. 

Written Warning No  No  

1 Constable 
The subject conducted 
unauthorised searches on 
family members. 

Management Action No  No  

1 Police Staff 
The subject accessed a record 
pertaining to theirself. 

Management Action No  No  

1 Constable 
The subject accessed the 
record of an associate for 
other than a policing purpose. 

Written Warning No  No  

1 Constable 
The subject inappropriately 
accessed the record of a 
family member. 

Management Action No  No  

1 Constable 
The subject accessed and 
disclosed restricted 
information. 

Dismissal Without 
Notice. Criminal 
caution given 

No  No  

1 Constable 
The subject conducted checks 
on associates for other than a 
policing purpose. 

Management Action No  No  

1 Staff 
The subject checked a third 
party on a database not for a 
Policing Purpose 

Management Action No  No  
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1 Police Staff 
The subject made improper 
comments to an associate. 

Subject Dismissed 
from SWP 

No  No  

1 Constable 
The subject accessed a record 
without authorisation to do 
so. 

Management Action No  No  

1 Police Staff 

The subject made 
unauthorised checks on 
associates for a non-Policing 
purpose. 

Subject Dismissed 
from SWP 

No  No  

1 Constable 
The subject made 
unauthorised access to 
records. 

Management Advice No  No  

1 Police Staff 
The subject accessed the 
record of an associate without 
authorisation. 

Subject Resigned 
during Investigation 

Yes  No  

1 Police Staff 
The subject accessed records 
of incidents without 
authorisation to do so. 

Final Written Warning No  No  

1 Police Staff 
The subject accessed records 
of their former partner 
without authorisation. 

Management Action No  No  

1 Police Staff 
The subject accessed the 
record of a family member 
without authorisation. 

Final Written Warning No  No  

1 Constable 
The subject inappropriately 
made access to their partner’s 
record without authorisation. 

Management Action No  No  

1 Constable 
Officer accessed records for a 
non-policing purpose / in 
breach of force policy. 

Resigned during 
Investigation, 
processed and 
convicted criminally. 

Yes  Yes 

1 Constable 
Officer accessed records for a 
non-policing purpose / in 

(Allegation a 
component of a multi-

No  No  
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breach of force policy. tier case) Dismissal 
without Notice 

1 Constable 
Officer accessed records for a 
non-policing purpose / in 
breach of force policy. 

Final Written Warning No  No  

1 Staff 

Made comments in public 
regarding an individual's 
criminal status that were not 
appropriate for disclosure. 

Management Action No  No  

1 Staff 

Made comments in public 
regarding their duties that 
were a breach of 
confidentiality. 

Management Action No  No  

1 Police Staff 
Staff member accessed 
information for reasons other 
than Policing Purpose 

First Written Warning No  No  

1 Police Officer 
Did not secure sensitive 
interview discs relating to an 
inquiry, leading to their loss. 

Management Action No  No  

1 Police Staff 
Accessed the data record of a 
colleague without a Policing 
Purpose. 

Final Written Warning No  No  

1 Constable 
Accessed records relating to a 
relative without a Policing 
purpose. 

Resigned during 
Investigation 

Yes No  

1 Police Staff 
Accessed record relating to a 
family member without a 
Policing Purpose. 

Management Action No  No  

1 Police Staff 
Accessed the record of a 
relative without a Policing 
purpose. 

Written Warning No  No  

1 Police Staff Resigned during Investigation 
Resigned during 
Investigation 

Yes  No  
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1 Police Staff 

Inadvertently verbally 
disclosed information relating 
to a MOP's private life during 
an inquiry. 

Management Action No  No  

1 Police Staff 
Accessed the record of her 
partner without a policing 
purpose. 

Written Warning No  No  

1 Police Staff 

Accessed the records of family 
members without a Policing 
Purpose, and spoke 
indiscreetly and without due 
caution to Data Protection 
when in public. 

Written Warning No  No  

1 Constable 
Accessed the record of his 
partner and home location 
without a Policing Purpose. 

Management Action No  No  

1 Constable 

The subject accessed the 
records of the partner of a 
relative without a Policing 
purpose, this was linked to an 
ongoing welfare concern and 
the subject believed it was 
within the Purpose criteria. 
Management Action given. 

Management Action No  No  

1 Constable 
Subject looked at the record 
of an associate without a 
Policing purpose. 

Management Action No  No  

1 Police Staff 
Browsed' records on a police 
system without a Policing 
Purpose. 

Written Warning No  No  

1 Constable 
Made multiple disclosures of 
protected information to a 
relative, he received criminal 

Dismissal without 
Notice. Criminal 
caution given. 

No  No  
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caution. 

1 Constable 
Disclosed Police information 
to her partner. 

Management Action No  No  

1 Police Staff 

Photographed and 
disseminated restricted 
documentation for personal 
gain. 

Dismissal without 
Notice 

No  No  

1 Constable 
Accessed records of relatives 
without a Policing Purpose. 

Management Action No  No  

1 
Special 
Constable 

Made a comment on a social 
networking site which could 
potentially have breached 
confidentiality. 

Management Action No  No  

1 Constable 

Property was returned to the 
relative of a detainee that 
contained personal 
information. 

Management Action No  No  

1 Constable 
Accessed the record of his 
partner without a Policing 
Purpose to do so. 

Written Warning No  No  

1 Constable 
Disclosed the results of a 
medical report to Next of Kin 
without the FLO's consent. 

Management Action No  No  

1 Constable 
Accessed information relating 
to former partner without a 
Policing Purpose. 

Management Action No  No  

1 Police Staff 

Sent an email to colleagues 
without first removing a 
sensitive attached document 
from the email chain. 

Management Action No  No  

1 Police Staff 
Checked partner on a police 
database without a policing 
purpose. 

Written Warning No  No  
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South Yorkshire 
Police  

50 

1 Officer 
Accessed information not in 
the course of his/her duties. 

Guilty plea - fine, 
surcharge & costs 

No  Yes 

1 Staff 

Accessed policing system for 
non-policing purpose and 
disclosed personal 
information 

Caution  No  No  

1 Staff 

It was alleged that the 
member of staff might have 
passed information to a third 
party. 

Attended Misconduct 
Hearing and dismissed 

No  No  

1 Staff 
Conducted a police check for a 
non-policing purpose. 

Written Warning No  No  

1 Staff 
Accessed police systems for 
non-policing purposes. 

Written Warning No  No  

1 Officer 
Conducted police checks for a 
non-policing purpose 

Final Written Warning No  No  

1 Officer 
Accessed systems for non-
policing purposes. 

Written Warning No  No  

1 Staff 
Carried out checks on policing 
system for no policing 
purposes 

Written Warning No  No  

2 Officer 
Accessed police system for 
non-policing purpose 

Final Written Warning No  No  

1 Officer 

Allegation that an Officer has 
accessed policing systems and 
disclosed Complainant’s 
confidential information to 
another 

Final Written Warning No  No  

1 Officer 

Allegation that an Officer has 
accessed policing systems and 
inappropriately disclosed 
Complainant’s data to a third 
party. 

Final Written Warning No  No  
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1 Officer 

Allegation that an Officer used 
a police system to obtain 
personal information about 
Complainant for a non-
policing purpose 

Final Written warning No  No  

1 Officer 

The officer is believed to have 
disclosed information relating 
to policing tactics and utilised 
police systems for a non-
policing purpose when 
conducting checks. 

Resigned during 
disciplinary 
procedures 

Yes No  

2 Officer 
The officer accessed 
information for a non-policing 
purpose 

Resigned during 
disciplinary 
procedures 

Yes  No  

1 Staff 

The member of staff accessed 
Complainant’s information on 
police system, for a non-
policing purpose. 

Resigned during 
disciplinary 
procedures 

Yes  No  

1 Staff 
Released an incorrect 
‘suspect’ image via Media 

Management Advice No  No  

1 Officer 
Used policing systems for a 
non-policing purpose. 

Management Advice No  No  

2 Officer 
The Officer did not have a 
legitimate policing purpose for 
conducting a vehicle check 

Negative Personal 
Development Journal 

No  No  

1 Officer 
The Officer used police 
systems for non-policing 
purposes. 

Management advice No  No  

1 Officer 
The Officer accessed police 
system for a non-policing 
purpose. 

No action No  No  

1 Officer 
It is alleged that the Officer 
used a policing system for a 

Management advice No  No  
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no policing purpose 

1 Officer 

It is alleged that whilst off 
duty, an Officer has used 
mobile device to conduct a 
check on a vehicle. 

Advice given No  No  

1 Officer 
Allegation that an Officer has 
used police systems for no 
policing purpose. 

Negative Personal 
Development Journal 

No  No  

1 Officer 

Officer failed to maintain 
proper control of hardcopy 
paperwork extracted from a 
policing system. The failure 
allowed personal data to be 
accessed by third party. 

Negative Personal 
Development Journal 

No  No  

1 Staff 
Accessed police systems for a 
non-policing purpose 

No action No  No  

1 Officer 
Accessed police systems for a 
non-policing purpose 

Negative Personal 
Development journal 

No  No  

1 
Special 
Constable 

Accessed police systems for a 
non-policing purpose 

No action No  No  

1 Officer 
Accessed police systems with 
no legitimate reason for doing 
so 

Advice given No  No  

1 Staff 

It is alleged that the member 
of Staff accessed police 
systems for a non-policing 
purpose 

No Action No  No  

1 Staff 
It is alleged that the member 
of Staff used police systems 
for a non-policing purpose. 

Advice given No  No  

1 Officer 
It is alleged that the Officer 
passed confidential 
information obtained from 

No action No  No  
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police systems to a third 
party. 

1 Officer 

The Officer is alleged to have 
communicated information 
gained due to his/her role, 
outside of the organisation 

Advice given No  No  

1 Officer 
It is alleged that the Officer 
used police systems for a no 
policing purpose 

Advice given No  No  

1 Staff 

An allegation that a member 
of Staff has disclosed the 
Complainant’s information, 
which is inaccurate, to the 
media 

No action No  No  

1 Officer 
The complainant alleges that 
the police have passed his/her 
address to a third party 

No action No  No  

1 Officer 

An allegation that the Officer 
disclosed personal 
information about the 
Complainant to his/her 
neighbour. 

No action No  No  

1 Officer 

An allegation that the Officer 
has divulged the 
Complainant’s personal 
information to a third party. 

No Action No  No  

1 Officer 

An allegation that the Officer 
improperly disclosed 
information regarding the 
Complainant, whilst in public 
place 

No Action No  No  

1 Officer 
An allegation that the Officer 
disclosed confidential 

No action No  No  
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information about a family 
member to third parties. 

1 Officer 

An allegation that the Officer 
has passed the Complainant’s 
address/phone number to a 
third party. 

No Action No  No  

1 Staff 

An allegation that personal 
data was inappropriately 
disclosed to the Complainant’s 
employer. 

No Action No  No  

1 Officer 
An allegation that the Officer 
disclosed personal data for no 
legitimate purpose. 

No Action No  No  

1 Officer 

An allegation that the Officer 
inappropriately passed 
Complainant’s information on 
to a third party 

No Action No  No  

1 Officer 

An allegation that the Officer 
has passed the Complainant’s 
personal information about 
him to third parties. 

No Action No  No  

2 Officer 

An allegation that Officers 
inappropriately 
discussed/disclosed the 
Complainant’s personal 
information to a third party. 

No Action No  No  

1 Officer 

An allegation that the Officer 
inappropriately disclosed 
information regarding 
individuals within the 
Complainant’s vicinity 

No Action No  No  

Staffordshire 
Police 

31 4 Police officer 
Accessed internal systems for 
non-police purpose 

Disciplined internally No  No  
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1 Police officer 
Allowed another person 
access to sensitive 
documents/photographs 

Disciplined internally No  No  

1 Police officer 
Accessed internal record of 
former colleague 

Disciplined internally No  No  

1 Police officer 
Information from police 
system passed to another 
person 

Disciplined internally No  No  

2 Police officer 
Accessed internal systems for 
non-police purpose 

Resigned during 
disciplinary procedure 

Yes No  

1 Police staff 
Inadvertently allowed another 
person view of confidential 
paperwork 

Management advice 
given 

No  No  

1 Police staff 
Accessed information relating 
to an individual 

Resigned during 
disciplinary procedure 

Yes No  

1 Police officer 
Used position to obtain and 
provide information to 
another person 

Disciplined internally No  No  

1 Police officer 
Accessed information and 
disclosed to another person 

Disciplined internally No  No  

1 Police officer 
Accessed police information 
without lawful purpose 

Convicted for 
breaches of Data 
Protection Act 1998.  
Employment 
terminated. 

No  No  

1 Police officer 
Inappropriate use of police 
systems 

Disciplined internally No  No  

1 Police officer 
Accessed internal system and 
viewed records without police 
purpose 

Disciplined internally No  No  

1 Police officer 
Accessed internal system to 
gather information without 
police purpose 

Disciplined internally No  No  
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1 Police officer 

Attempt to coerce other staff 
members to access internal 
information for non-police 
purpose 

Disciplined internally No  No  

1 Police officer 
Disclosed information to 
another person 

Disciplined internally No  No  

1 Police staff 
Accessed internal records for 
personal interest 

Disciplined internally No  No  

1 Police officer 
Permitted another individual 
to access police systems 

Disciplined internally No  No  

1 Police staff 
Accessed information and 
may have disclosed to another 
person 

Resigned during 
disciplinary procedure 

Yes No  

1 Police staff 
Unauthorised disclosure to 
third party 

Information not 
provided 

No  No  

1 Police staff 
Access IT systems for non-
police purpose 

Disciplined internally No  No  

1 Police officer 
Disclosed confidential/tactical 
information to another person 

Disciplined internally No  No  

1 Police staff 
Access internal systems for 
non-police purpose 

Resigned during 
disciplinary procedure 

Yes No  

1 Police staff 
Viewed internal systems for 
non-policing purpose 

Disciplined internally No  No  

1 Police officer 
Disclosed confidential 
information to another person 

Convicted for 
breaches of Data 
Protection Act 1998.  
Employment 
terminated. 

No  No  

1 Police officer Lost bodycam 
Management advice 
given 

No  No  

1 Police staff 
Inadvertently emailed 
attachment  to third party 

Management advice 
given 

No  No  

1 Police staff Inadvertently provided Management advice No  No  
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confidential information to a 
third party 

given 

Suffolk 
Constabulary  

27 

1 

Information 
not broken 

down  

Accessed systems without a 
legitimate policing purpose 

Convicted15  No Yes 

1 
Obtaining/disclosing personal 
data 

Convicted  No Yes 

1 
Accessed systems for a non-
policing purpose 

Convicted  No Yes 

2 
Accessed force systems for a 
non-policing purpose  

Dismissed16 No  No  

1 

Accessed and disclosed 
information gained from force 
systems for non-policing 
purpose 

Dismissed  No  No  

1 
Unlawfully accessed force 
systems viewing data 

Disciplined internally17  No  No  

1 
Accessed force systems for 
non-policing purpose. 

Disciplined internally  No  No  

1 

Sent internal email to a 
colleague with reference to an 
arrest which has no policing 
purpose.  

Disciplined internally  No  No  

2 
Accessed force systems to 
conduct intelligence searches 
for a non-policing purpose 

Disciplined internally  No  No  

1 
Accessed force systems to 
search criminal records for a 
non-policing purpose  

Disciplined internally  No  No  

1 Accessed force systems to Disciplined internally  No  No  

                                                           
15

 Response notes: 2 police officers and 1 member of staff were convicted. 
16

 Response notes: 1 police officer and 2 members of staff were dismissed.  
17

 Response notes: 4 police officers and 4 members of staff were disciplined internally. 
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obtain data for a non-policing 
purpose.  

1 
Accessed force systems to 
obtain confidential data 

Disciplined internally  No  No  

1 

Accessed crimes and other 
force systems for non-policing 
purpose and relayed 
information to a named 
nominal 

Resigned during 
disciplinary18 

Yes No  

1 
Accessed force system records 
for non-policing purpose 

Resigned during 
disciplinary  

Yes 
No  

1 

Disclosed sensitive data to 
members of the of the public 
and researched systems for 
non-policing purpose 

Resigned during 
disciplinary  

Yes 
No  

1 
Improper disclosure of 
information 

Resigned during 
disciplinary  

Yes 
No  

2 
Accessed police records for 
non-policing purpose 

Resigned during 
disciplinary  

Yes 
No  

1 
Accessed force systems for 
non-policing purpose  

Resigned during 
disciplinary 

Yes 
No  

1 
Accessed force systems to 
conduct intelligence searches 
for non-policing purpose 

Resigned during 
disciplinary  

Yes 
No  

1 

Accessed and disclosed 
information obtained from 
force systems without policing 
purpose 

Resigned during 
disciplinary  

Yes 
No  

1 Police 
Disclosed personal 
information to complainant’s 
employer 

No disciplinary action  No  No  
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 Response notes: 5 police officers and 3 members of staff resigned during disciplinary proceedings. 
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1 Police 
Accessed force intelligence 
systems for non-policing 
purpose 

No disciplinary action  No  No  

1 Police 
Accessed force systems for 
non-policing purpose 

No disciplinary action  No  No  

1 Police 
Made disclosure of 
information to a third person 

No disciplinary action  No  No  

1 Police 
Improper disclosure of 
information 

No disciplinary action  No  No  

1 Police 
Accessed force systems for 
non-policing purpose 

No disciplinary action  No  No  

Surrey Police  202 

2 Civilian  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

Live investigation N/A N/A 

2 Police 

Inappropriately sharing 
information with a third party. 
Operational deployments, 
availability of equipment and 
training details.  

Live investigation N/A N/A 

5 Civilian  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

First Written Warning  No  No  

2 

Civilian  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

Not proven  No  No  

1 
Civilian  

Accessing police systems 
without a policing purpose. 
Vehicle and user information.  

Final Written Warning  No  No  

21 
Police 

Accessing police systems 
without a policing purpose. 

Management Advice No  No  
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Personal details and linked 
police reports. 

12 

Police 

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

Written Warning  No  No  

1 

Civilian  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

No action No  No  

3 
Police 

Accessing police systems 
without a policing purpose. 
Crime report.  

No action No  No  

1 
Police 

Accessing police systems 
without a policing purpose. 
Crime report.  

Management Action  No  No  

6 

Police 

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

Final Written Warning  No  No 

1 Police  

Inappropriately sharing 
information relating to 
operational policing. Name, 
location and description of 
police business.  

Dismissed No  No  

17 

Police  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

Dismissed No  No  

4 
Police  

Accessing police systems 
without a policing purpose. 
Crime report.  

Management Advice No  No  

1 Police  Accessing police systems Dismissed No  No  



 

107 
 

without a policing purpose. 
Crime report.  

4 

Police 

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

No action No  No  

1 
Police 

Accessing police systems 
without a policing purpose. 
Crime report.  

Not proven  No  No  

12 
Police 

Accessing police systems 
without a policing purpose. 
Crime report.  

Management 
Intervention  

No  No  

10 

Civilian  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Dismissed No  No  

5 
Police  

Accessing police systems 
without a policing purpose. 
Crime report.  

Written Warning  No  No  

7 

Civilian  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports. 

Resigned  Yes No  

1 
Civilian  

Accessing police systems 
without a policing purpose. 
Crime report.  

Resigned  Yes No 

1 

Civilian  

Using police systems under 
another person’s details. 
Personal details and linked 
police reports. 

Resigned  Yes No  

4 Civilian  
Accessing police systems 
without a policing purpose. 
Personal details and linked 

Final Written Warning 
Extension  

No  No  
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police reports. 

2 

Police  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

First Written Warning  No No 

30 

Police  

Accessing police systems 
without a policing purpose. 
Personal details and linked 
police reports.  

Management 
Intervention  

No  No  

2 

Police  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Retired No  No  

1 Civilian  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Formal Verbal 
Warning  

No  No  

1 
Civilian  

Inappropriately sharing 
information with a third party. 
Identity of detained person.  

Written Warning  No  No  

1 

Civilian  

Inappropriately sharing 
information with a third party. 
Information of an alleged 
previous conviction  

Final Written Warning No  No  

1 

Civilian  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Final Written Warning No  No  

3 

Police  

Accessing systems without a 
policing purpose. Records of 
crime and nominals in the 
area 

Management 
Intervention  

No  No  

8 Civilian  Accessing systems without a No action  No  No  
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policing purpose. Personal 
details and linked police 
reports. 

1 Civilian  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Management Action  No  No  

1 Civilian  
Accessing police systems 
without a policing purpose. 
Crime report.  

Management Action  No  No  

1 Police 
Accessing police systems 
without a policing purpose. 
Crime report.  

Management Action  No  No  

1 Civilian  
Accessing police systems 
without a policing purpose. 
Personal details and call logs 

Management Action  No  No  

1 Civilian  

Inappropriately sharing 
information with a third party. 
Vehicle owner and insurance 
details.  

Management Action  No  No  

1 Police 

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Management Action  No  No  

13 Civilian  

Accessing systems without a 
policing purpose. Personal 
details and linked police 
reports. 

Management 
Intervention  

No  No  

4 Civilian  
Accessing systems without a 
policing purpose. Crime 
report.  

Management 
Intervention  

No  No  

1 Civilian  
Accessing police systems 
without a policing purpose. 

Management 
Intervention  

No  No  
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Vehicle owner and insurance 
details 

1 Police  
Sending information to an 
insecure email address. 
Probationer documents. 

Management 
Intervention  

No  No  

1 Civilian  
Disclosure of information in 
court. Financial information.  

Unknown - Training 
package created 
handling of 
information.  

No  No  

1 Police 

Operational information left 
at the home address of a 
member of the public. 
Operational information.  

Information not 
provided  

No  No  

1 Police 

Operational information left 
at the home address of a 
member of the public. 
Information relating to an 
investigation.  

Management Action  No  No  

1 Civilian  

Information accidentally 
shared with a third party via 
email. Confidential 
information.  

Words of Advice No  No  

Sussex Police  63 

6 Civilian  
Information cannot be 
provided Dismissed 

No  No  

10 Civilian  
Information cannot be 
provided Disciplinary sanction 

No  No  

8 Civilian  
Information cannot be 
provided Resigned 

Yes No  

15 Civilian  
Information cannot be 
provided No disciplinary action 

No  No  

4 Civilian  
Information cannot be 
provided Case ongoing  

N/A N/A 
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1 Police 
Officer has made unlawful 
access to IT systems for 
personal reasons 

Officer pleaded guilty 
at court and was 
fined. Officer resigned 
from Sussex Police 

Yes Yes 

1 Police 

Officer inappropriately 
accessed police computer 
systems in order to response 
to a query from a friend 
involved in the matter 

Officer dismissed 
without notice 
following misconduct 
hearing 

No  No  

1 Police 

Officer made inappropriate 
access to personal records 
contained within the crime 
and intelligence management 
system without a genuine 
policing purpose 

Officer appeared 
before a misconduct 
hearing - Not proved - 
no further action 

No  No  

1 Police 
Officer made unlawful access 
to a report. It is believed this 
was for personal reasons. 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  

1 Police 

Officer conducted a check on 
the Police National Computer 
on his personal vehicle, that 
was assessed as not for lawful 
policing purposes, but for 
personal reasons 

Officer attended a 
misconduct meeting - 
Proven - received 
management advice 

No  No  

1 Police 

Officer undertook a number of 
enquiries on police computer 
systems without appropriate 
purpose or authority and 
disclosed personal 
information related to the 
suspect. 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  
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1 Police 

Officer inappropriately 
accessed IT systems in relation 
to a crime where the officer 
was recorded as he victim. 
The access was unlawful and 
for personal reasons. 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  

1 Police 

Officer has, on multiple 
occasions, accessed police 
data relation to a neighbour 
dispute without legitimate 
purpose. 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  

1 Police 

Officer accessed a number of 
documents on an IT system 
linked to the victim. This was 
not for a policing purpose. 

Officer attended a 
misconduct meeting - 
Proven - received a 
final written warning 

No  No  

1 Police 

Officer accessed police IT 
systems, namely to search 
details of 4 people and an 
address, without lawful 
policing purpose. 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  

1 Police 

Officer accessed computer 
records, following a separate 
investigation, for the subject 
of that investigation at a later 
date without legitimate 
policing purpose 

Officer attended a 
misconduct meeting - 
Proven - received 
management advice 

No  No  

1 Police 

Officer made a series of 
entries to a computer system 
in order to identify a record 
relating to a relative and then 
re-accessed a report of an 
investigation of assault, again 
relating to the relative. This 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  
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access was made for non-
policing purpose and without 
lawful authority. 

1 Police 

Officer accessed IT systems for 
personal reasons regarding a 
reported theft where the 
officer was the victim. 

Officer attended a 
misconduct meeting - 
Proven - received a 
final written warning 

No  No  

1 Police 

Officer accessed nominal 
records relating to a member 
of public without a lawful 
purpose. 

Officer attended a 
misconduct meeting - 
Proven - received a 
final written warning 

No  No  

1 Police 

Officer has, on multiple 
occasions, accessed police 
systems in relation to a 
personal friend and ex-partner 
without legitimate policing 
purpose. 

Officer attended a 
misconduct meeting - 
Proven - no further 
action 

No  No  

1 Police 

Officer accessed personal data 
on a police IT system for a 
non-authorised purpose. 
Officer also, on multiple 
occasions, accessed police 
data regarding incidents at 
their home address via a 
search. 

Officer attended a 
misconduct meeting - 
Proven on both counts 
- received 
management advice 
and a written warning 

No  No  

1 Police 

Officer accessed police 
databases to obtain personal 
information relating to a 
complainant 

Officer attended a 
misconduct meeting - 
Proven - received a 
written warning 

No  No  

1 Police 
Officer conducted a check on 
the Police National Computer 
in the absence of a lawful 

Officer attended a 
misconduct meeting - 
Proven - received a 

No  No  
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policing purpose. written warning 

1 Police 

Officer unlawfully accessed 
databases and further 
accessed the address record 
of a member of public. 

Officer attended a 
misconduct meeting - 
Proven - received a 
final written warning 

No  No  

1 Police 

Officer inappropriately 
accessed computer systems to 
obtain address details of a 
complainant and disclosed the 
information to a family 
member. 

Officer attended a 
misconduct meeting - 
Proven - received 
management advice 

No  No  

Thames Valley 
Police  

Refused - Cost and Time 

Warwickshire 
Police 

17 

1 Police Officer 

Alleges inappropriate 
disclosure of personal 
information to third party 

Management advice 
given 

No  No  

1 Civilian 

Disclosure of confidential 
information via email to a 
computer not on a secure 
network 

Final Written Warning No  No  

1 Civilian 

Reviewed information on 
force systems not for policing 
purpose Verbal Warning 

No  No  

1 Police Office 
Unauthorised Police National 
Computer checks 

Dismissed and 
convicted 

No  Yes 

1 Civilian 

Alleged divulgence of personal 
information where others 
could hear First Written Warning 

No  No  

1 Civilian 
Inappropriate disclosure of 
information. Informal Action 

No  No  

1 Officer Alleged divulgence of personal Local Resolution - by No  No  
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information where others 
could hear 

Division 

1 Officer 

Alleged divulgence of personal 
information where others 
could hear 

Local Resolution - by 
Division 

No  No  

1 Officer 
Alleged divulgence of personal 
information to third party 

Dispensation - by 
Force 

No  No  

2 Officer 
Alleged divulgence of personal 
information to third party 

Local Resolution - by 
Division 

No  No  

4 Officer 
Alleged divulgence of personal 
information to third party Management Action 

No  No  

1 Civilian 
Alleged divulgence of personal 
information to third party Management Action 

No  No  

1 Officer 

Reviewed information on 
force systems not for policing 
purpose 

Management Action - 
Misconduct 

No  No  

West Mercia 
Constabulary 

73 

1 Police 
Misusing police systems in 
order to supply a member of 
the public 

Management Advice No  No  

1 Police  
Personal checks on police 
systems 

Dismissed No  No  

1 Police Breach of data protection  Final Written Warning  No  No  

2 Civilian  
Accessed force systems to 
check and individual. Not 
done for a policing purpose 

Verbal Warning  No  No  

1 Police  
Accessed force systems to 
check and individual. Not 
done for a policing purpose 

Dismissed No  No  

1 Police  
Requests for a PNC check, not 
for a policing purpose. 

Written Warning No  No  

1 Civilian  
Police data access was for a 
non-policing purpose. 

Final Written Warning No  No  
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1 Police  
Accessed information from 
GENIE and passed it on 

Management Advice No  No  

1 Police  
Accessing logs and records for 
a non-policing purpose 

Management Advice No  No  

1 Civilian  
Accessing logs and records for 
a non-policing purpose 

Final Written Warning No  No  

1 Police  
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose.  

Management Advice No  No  

1 Civilian 
Not all OIS use had been 
conducted for a policing 
purpose 

Final Written Warning No  No  

1 Civilian 
Issues relating misuse of 
computer systems. 

First Written Warning No  No  

1 Police  
OIS logs have been accessed 
by the officer for non-policing 
purposes. 

Final Written Warning No  No  

1 Civilian 
Accessing logs for a non-
policing purpose 

Final Written Warning No  No  

1 Police  
Accessed force systems to 
check an individual. Not done 
for a policing purpose.  

Management Advice No  No  

1 Police  
West Mercia Police 
documents recovered from an 
address 

Written Warning No  No  

1 Police 
Accessed force systems to 
check an individual. Not done 
for a policing purpose.  

Written Warning No  No  

1 Police 
Breached Data Protection act 
and passed information to 
outside individual. 

Written Warning No  No  

1 Civilian 
Accessed GENIE data on 
known nominals which may 

Final Written Warning No  No  
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have been for a non-policing 
purpose 

1 Police  
Checks on Genie not for a 
policing purpose 

Dismissed No  No  

1 Civilian 

System audits suggest that 
individual has accessed police 
information for non-policing 
purposes 

Verbal Warning No  No  

1 Civilian 
Accessed force systems. Not 
done for a policing purpose.  

First Written Warning No  No  

1 Civilian  
19 separate Data Protection 
Act offences for a period 

Dismissed and 
cautioned  

No  No  

1 Police  
Accessed force systems. Not 
done for a policing purpose. 

Written Warning No  No  

1 Police  
Use of QAS for a non-policing 
purpose 

Dismissal Without 
Notice 

No  No  

1 Police  Genie check on officer’s niece. Final Written Warning No  No  

1 Police  
Accessed force systems to 
check an individual. Not done 
for a policing purpose. 

Management Advice No  No  

1 Civilian 

There is information to 
suggest that a member of 
Police Staff has tried to obtain 
details from Police systems 
through a colleague that was 
not for a policing purpose. 

First Written Warning No  No  

1 Police  

Evidence suggests the officer 
may have accessed force 
systems without a policing 
purpose. 

Final Written Warning No  No  

2 Civilian 
Accessing logs for a non-
policing purpose 

Retired/Resigned  Yes No  
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1 Civilian 
Incorrect copying and 
distributing of CCTV footage 

Retired/Resigned  Yes No  

1 Police  
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose 

Retired/Resigned  Yes No  

1 Police 
Personal information has been 
passed to third parties 

Local Resolution - by 
Division 

No  No  

1 Civilian 
Breach of Confidentiality and 
Data Protection 

Local Resolution - by 
Division 

No  No  

1 Police 
A disclosure made within the 
sight and hearing of 
complainants family member 

Local Resolution - by 
Division 

No  No  

4 Police 
Inappropriate disclosure of 
information 

Local Resolution - by 
Division 

No  No  

1 Police 
Information has been 
inappropriately collated and 
disclosed. 

Management Action - 
Misconduct 

No  No  

1 Police 
WMP sent out another's 
convictions and fines. 

Local Resolution - by 
Division 

No  No  

1 Police 
Officer has breached 
confidentiality by disclosing 
address inappropriately 

Local Resolution - by 
Division 

No  No  

3 Police breach of data protection 
Local Resolution - by 
Division 

No  No  

2 Police 
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose.  

Local Resolution - by 
Division 

No  No  

3 Police 

Complaint police officers have 
disclosed to others they have 
reported a person for 
offence/s 

Local Resolution - by 
Division 

No  No  

1 Civilian 
Information was disclosed, 
that complainant felt to be 

Local Resolution - by 
Division 

No  No  
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inappropriate and 
unnecessary. 

1 Civilian 
Inappropriate disclosure of 
information 

Management 
Action/Informal Action 

No  No  

1 Police 
Data may have been 
compromised through being 
filmed and transmitted. 

Local Resolution - by 
Division 

No  No  

1 Police 
Genie record accessed for a 
non-policing purpose 

Management Action No  No  

2 Police 
Accessed genie data on 
themselves. Not for a policing 
purpose. 

Management Action No  No  

1 Civilian 
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose. 

Management 
Action/Informal 
Action/ UPP 

No  No  

1 Civilian  
Inappropriate circulation of 
personal information.  

Management 
Action/Informal Action 

No  No  

1 Police 
Inappropriate circulation of 
police information 

Management Action No  No  

1 Civilian 
Access of employee/s 
personal information for non-
policing purpose  

Management Action/ 
Informal Action 

No  No  

1 Civilian  
Disclosure of information to a 
third party that may have 
come from force systems. 

Management Action/ 
Informal Action 

No  No  

1 Police 
Accessed a Genie record with 
no policing purpose. Data 
protection offence. 

Management Action No  No  

1 Police 
Inappropriate possession of 
investigation material 

Management Action No  No  

3 Police 
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose.  

No action No  No  
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1 Civilian  
Inappropriate disclosure of 
address 

Management Action/ 
Informal Action 

No  No  

2 Civilian  
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose.  

Management Action/ 
Informal Action 

No  No  

1 Police 
Inappropriate disclosure of 
investigation details 

Management Action/ 
UPP 

No  No  

1 Police 
Accessed force systems to 
check an individual/s. Not 
done for a policing purpose.  

Management Action  No  No  

West Midlands 
Police 

488 

8 Police  07 Confidentiality 

Formal Action. 
Dismissal Without 
Notice. 

No    

3 Police  07 Confidentiality 

Formal Action. 
Dismissal Without 
Notice. Criminal 
Conviction.  

No  Yes 

7 Police  07 Confidentiality 
Formal Action. Final 
Written Warning.  

No  No  

4 Police  07 Confidentiality 
Formal Action. 
Management Advice.  

No  No  

7 Police  07 Confidentiality 
Formal Action. 
Written Warning.  

No  No  

49 Police  07 Confidentiality Management Action No  No  

38 Police  07 Confidentiality No Action No  No  

2 Police  07 Confidentiality Retired/Resigned Yes No  

1 CIV 07 Confidentiality 

Dismissal Without 
Notice. Criminal 
Conviction.  

No  Yes 

1 CIV 07 Confidentiality 

Formal Action. 
Compulsory 
redundancy.  

No  No  
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2 CIV 07 Confidentiality 

Formal Action. 
Dismissal Without 
Notice.  

No  No  

1 CIV 07 Confidentiality 

Formal Action. 
Dismissal Without 
Notice. Criminal 
Conviction.  

No  Yes 

1 CIV 07 Confidentiality 

Formal Action. Final 
Written Warning 
Extension.  

No  No  

2 CIV 07 Confidentiality 
Formal Action. Final 
Written Warning.  

No  No  

3 CIV 07 Confidentiality 
Formal Action. No 
Action  

No  No  

2 CIV 07 Confidentiality 
Formal Action. 
Required to resign.  

Yes No  

2 CIV 07 Confidentiality 
Formal Action. 
Written Warning.  

No  No  

12 CIV 07 Confidentiality Management Action No  No  

17 CIV 07 Confidentiality No Action No  No  

1 CIV 07 Confidentiality 
No Action. Resigned. 
Criminal Conviction.  

Yes Yes 

1 CIV 07 Confidentiality Retired/Resigned Yes No  

1 PCSO 07 Confidentiality 

Formal Action. 
Dismissal Without 
Notice. Criminal 
Conviction.  

No  Yes 

2 PCSO 07 Confidentiality Management Action No  No  

1 PCSO 07 Confidentiality 
Management Action. 
Management Advice.  

No  No  

2 PCSO 07 Confidentiality No Action No  No  

5 Police  Improper disclosure of Case to Answer. No  No  
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information Formal Action 

9 Police  
Improper disclosure of 
information 

Case to Answer. 
Management Action.  

No  No  

4 Police  
Improper disclosure of 
information 

Dispensation - by 
IPCC. No Action 

No  No  

2 Police  
Improper disclosure of 
information 

Discontinued - by 
Force. No Action.  

No  No  

2 Police  
Improper disclosure of 
information 

Disapplication - by 
Force. No Action.  

No  No  

2 Police  
Improper disclosure of 
information 

Formal Action. Case to 
Answer.  

No  No  

23 Police  
Improper disclosure of 
information 

Local Resolution - by 
Division. No Action.  

No  No  

7 Police  
Improper disclosure of 
information 

Local Resolution - by 
PSD. No Action 

No  No  

6 Police  
Improper disclosure of 
information 

Management Action. 
Case to Answer.  

No  No  

1 Police  
Improper disclosure of 
information 

Management Action. 
Local Resolution - by 
Division.  

No  No  

1 Police  
Improper disclosure of 
information 

Management Action. 
No Case to Answer.  

No  No  

7 Police  
Improper disclosure of 
information 

No Action. 
Disapplication - by 
Force.  

No  No  

4 Police  
Improper disclosure of 
information 

No Action. Local 
Resolution - by 
Division.  

No  No  

2 Police  
Improper disclosure of 
information 

No Action. Local 
Resolution - by PSD.  

No  No  

54 Police  
Improper disclosure of 
information 

No Action. No Case to 
Answer.  

No  No  
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4 Police  
Improper disclosure of 
information 

No Action. Withdrawn 
- by Force.  

No  No  

8 Police  
Improper disclosure of 
information 

No Case to Answer. 
Management Action. 

No  No  

116 Police  
Improper disclosure of 
information 

No Case to Answer. 
No Action.  

No  No  

2 Police  
Improper disclosure of 
information 

Substantiated. 
Management Action.  

No  No  

2 Police  
Improper disclosure of 
information 

Unsubstantiated. No 
Action.  

No  No  

8 Police  
Improper disclosure of 
information 

Withdrawn - by Force. 
No Action.  

No  No  

3 Police  
Improper disclosure of 
information 

Withdrawn - Not 
proceeded with. No 
Action.  

No  No  

6 Police  
Improper disclosure of 
information 

Withdrawn. No 
Action.  

No  No  

1 N/S 
Improper disclosure of 
information 

No Case to Answer. 
No Action.  

No  No  

3 N/S 
Improper disclosure of 
information 

Unsubstantiated. No 
Action.  

No  No  

1 CIV 
Improper disclosure of 
information 

Case to Answer. No 
Action.  

No  No  

1 CIV 
Improper disclosure of 
information 

Case to Answer. 
Retired/Resigned.  

Yes No  

1 CIV 
Improper disclosure of 
information 

Disapplication - by 
Force. No Action.  

No  No  

1 CIV 
Improper disclosure of 
information 

Management Action. 
Case to Answer.  

No  No  

5 CIV 
Improper disclosure of 
information 

No Action. No Case to 
Answer.  

No  No  

2 CIV Improper disclosure of No Action. Withdrawn No  No  
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information - by Force.  

3 CIV 
Improper disclosure of 
information 

No Case to Answer. 
Management Action.  

No  No  

11 CIV 
Improper disclosure of 
information 

No Case to Answer. 
No Action.  

No  No  

1 PCSO 
Improper disclosure of 
information 

Local Resolution - by 
Division. Management 
Action.  

No  No  

1 PCSO 
Improper disclosure of 
information 

Local Resolution - by 
Division. No Action.  

No  No  

1 PCSO 
Improper disclosure of 
information 

Local Resolution - by 
PSD. No Action.  

No  No  

1 PCSO 
Improper disclosure of 
information 

No Action. Withdrawn 
- by Force.  

No  No  

6 PCSO 
Improper disclosure of 
information 

No Case to Answer. 
No Action.  

No  No  

1 PCSO 
Improper disclosure of 
information 

Withdrawn - by Force. 
No Action.  

No  No  

West Yorkshire 
Police 

58 

1 Police Information not provided  Conviction  No  Yes 

6 
Information 
not broken 
down  

Accessing a police system for 
personal reasons 

Disciplined internally No  No  

5 
Inappropriate disclosure of 
information  

Disciplined internally No  No  

1 Charged with sec 55 DPA Disciplined internally No  No  

1 Police  Information not provided 
Resigned during 
disciplinary 
proceedings 

Yes No  

1 
Police Support 
Staff 

Information not provided 
Resigned during 
disciplinary 
proceedings 

Yes No  

1 Police  
Unidentified officer leaves 
paper file containing sensitive 

None - Officer 
unidentified. Not 

No  No  
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data in 
raided property 

reported to ICO 

1 Civilian  

Approved disclosure 
information had been applied 
to an application which was in 
fact information belonging to 
another applicant. This 
information was disclose by 
police staff employee.  

Words of advice given. 
Reported to ICO.  

No  No  

1 N/A 

A technical issue on the 
computer database led to the 
accidental 
disclosure of information  

System upgraded and 
the issue rectified. 
Reported to ICO  

No  No  

1 
Information 
not provided 

Post Mortem report sent from 
Coroner's Office to wrong 
address 

Words of advice given. 
Not reported to ICO.  

No  No  

1 Police  

Inappropriate comments 
made by unknown officer on 
NPT Twitter 
account 

Dealt with at Division 
and content removed. 
Not reported to ICO.  

No  No  

1 Police  

Officer makes unauthorised 
disclosure to Service 
having assumed nominal's 
employment as notifiable. 

Written apologies sent 
to complainant and to 
his employer. 
Reported to ICO.  

No  No  

1 
Information 
not provided 

Refused under Section 40(2).  
Management action. 
Not reported to ICO.  

No  No  

1 
Information 
not provided 

OIC in requests partial medical 
records from victim's GP 
but receives full records. 
These are later sent to the 
defence team 
as unused evidence. 

Advice given. 
Reported to ICO.  

No  No  
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1 
Information 
not provided 

WYP employee finds hardcopy 
email including victim 
personal 
details in litter bin  

Advice given. 
Reported to ICO.  

No  No  

1 
Information 
not provided 

Staff member on 
inadvertently sends wrong 
person details to practitioner 
under ISA arrangement.  

Data had already been 
disclosed. Error 
noticed by recipient, 
correspondence 
deleted and WYP 
advised.  

No No  

1 
Information 
not provided 

OHU publish an anonymised 
Injury on Duty analysis 
spreadsheet on the Intranet. A 
fortnight later it is found that 
full personal details can be 
viewed via a "Data" tab on the 
toolbar. 

Personal data 
removed. Not 
reported to ICO.  

No No  

1 
Information 
not provided 

Reviewing Officer 
inadvertently sends 
unredacted copy of 
employee's complaint 
concerning another employee 
to the wrong 
"Information" mailbox 

Correct contact details 
to be circulated. Not 
reported to ICO.  

No  No 

1 Civilian  

Civilian Employee sends out 
Business Interests email to 30 
employees but fails to use the 
bcc facility, resulting in 
advisory 
comment from one recipient 

Advice given. Not 
reported to ICO.  

No  No 

1 Civilian  
Member of staff releases data 
to wrong email address. 
Reported 

Recipient contacted 
immediately and 
requested to delete e-

No  No  
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October 2013  mail.  

1 
Information 
not provided 

Person alleges that custody 
record has been sent in error 
and a breach of data 
protection.  

Dealt with at 
Divisional HR, 
management advice 
given. Not reported to 
ICO.  

No  No  

1 Civilian  

Members of staff release data 
to wrong email address. 
Individual 
notified by letter with 
explanation and apology. 
Reported 
November 2013 

Advice given. Not 
reported to ICO. 

No  No  

1 Civilian  

Member of staff releases data 
to wrong email address. 
Individual 
notified the unit immediately 
stating that had opened but as 
soon 
as realised not for them 
deleted. Individual notified by 
letter with 
explanation and apology. 
Reported November 2013. 

Advice given. Not 
reported to the ICO. 

No  No  

1 Civilian  

Member of staff releases data 
to wrong address. Identified 
when 
HR followed suit and sent a 
letter to wrong address.  

Advice given. Not 
reported to the ICO. 

No  No  
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1 
Information 
not provided 

Complainant makes an 
anonymous report provided 
to solicitors and they have 
identified the 
complainant is the source of 
information.  

Management action, 
words of advice given. 
Not reported to ICO.  

No  No  

1 Police  

Detention officer disclosed 
information to a third 
party requested a check about 
a friend. 

Resigned. Not 
reported to ICO.  

Yes  No 

1 Civilian  
Member of staff releases data 
to wrong individuals e-mail 
address. 

Advice given. Not 
reported to the ICO.  

No No 

1 Civilian  

Members of staff release data 
to wrong HR cluster e-mail. 
Individual notified by letter 
with explanation and apology.  

Advice given. Not 
reported to the ICO.  

No No 

1 Civilian  

E-mail the Security Industry 
Authority for them to double 
check their register, included 
that the subject of the enquiry 
had been charged with an 
offence of on risk assessment 
was found to be non-
disclosable 

Advice given. Not 
reported to the ICO.  

No No 

1 Civilian  

Member of staff e-mailed an 
ex-employee some manual 
payslips inadvertently emailed 
a number of other worksheets 
within that file 

ICO referral 
management advice 
given to member of 
staff. 

No No 
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1 Civilian  

Whilst on a routine premises 
check a member of estates 
staff 
locates a box of paperwork in 
the kitchen area of location, 
upon 
inspection this is found to 
have personal information 
within it. Box 
is brought to Information 
Security and is stored in 
locked unit. 

Box sent to storage. 
Not reported to ICO.  

No  No  

1 
Information 
not provided 

 Report was inadvertently sent 
to a Director within another 
Department.  

Words of advice given. 
Not reported to ICO.  

No  No  

1 Police  

Police Constable informed a 
complainant, was in hospital. 
Whilst this matter was 
disclosed with the best of 
intention it does constitute a 
breach of the DPA in that 
sensitive personal data in the 
form of his physical wellbeing 
has been disclosed without his 
express consent.  

Advice given. 
Reported to ICO.  

No  No  

1 
Information 
not provided 

Blanket email sent to 43 x 
complainants linked to a 
crime, detailing 
a Crime Number. The email 
also displayed the current 
email 
addresses of all the other 
reciprocates.  

Management action. 
Reported to ICO.  

No  No  



 

130 
 

1 
Information 
not provided 

Disclosure report sent via 
secure email to wrong partner 
agency.  

Advice given. Not 
reported to ICO.  

No  No  

1 
Information 
not provided 

Personal details in relation to 
a linked home address, were 
released to a local MP  

Advice given. Not 
reported to ICO.  

No  No  

1 
Information 
not provided 

Crime scene. Images had been 
sent to officers family 

Final Written Warning. 
Not reported to ICO.  

No  No  

1 
Information 
not provided 

Admin staff at sent a report to 
the wrong line manager. 

Advice given. Not 
reported to ICO.  

No  No  

1 PCSO 
PCSO has disclosed 
information about to 
colleagues 

Management advice. 
Not reported to ICO.  

No  No  

1 
Information 
not provided 

OHU Information was 
released to line manager prior 
to the subject 
receiving the information  

Information 
contained, 
management words of 
advice given. Not 
reported to ICO.  

No  No  

1 
Information 
not provided 

OHU report regarding a 
member of staff was sent to 
the wrong HR 
Cluster.  

Information 
contained, 
management words of 
advice given. Not 
reported to ICO.  

No  No  

1 
Information 
not provided 

 Report was accidentally sent 
out regarding an officer prior 
to its release date.  

Staff member advised.  
Not reported to ICO.  

No  No  

1 
Information 
not provided 

staff member reported that a 
report had accidentally been 
sent to the wrong HR. 

Information 
contained, 
management words of 
advice given. Not 
reported to ICO.  

No  No  

1 Information OHU report sent to the wrong Negative Pen Entry. No  No  
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not provided HR mailbox  Not reported to ICO.  

1 
Information 
not provided 

Staff member reported that 
they had accidentally sent a 
report to the wrong HR 
mailbox.  

Negative Pen Entry. 
Not reported to ICO.  

No  No  

1 
Information 
not provided 

Report sent to wrong 
department 

Information 
contained, 
management words of 
advice given. Not 
reported to ICO.  

No  No  

1 
Information 
not provided 

Staff member reported that a 
report was sent to HR in error 

Advice given. Not 
reported to ICO.  

No  No  

Wiltshire 
Constabulary  

4 1 Both  

Data from all police forces 
from January 2012 was given 
to the NPIA (National Police 
Improvement Agency) to 
publish on the CrimeMapper 
website. Information sent by 
Wiltshire Police inadvertently 
contained some items of 
personal information. This 
information had come from a 
free text field in our STORM 
system, used to record reports 
made to the police. 
Approximately 62 data 
subjects had been affected 
and the data included names, 
ages, dates of birth, a mobile 
telephone number, a house 
number and vehicle 
registration numbers. 

No formal disciplinary 
action - ICO informed 

No  No  
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1 Both  

An asset audit was conducted 
by Wiltshire Police which 
identified the possible loss of 
devices containing personal 
data. The risk 
surrounding possible loss of 
data and the subsequent 
reputational risk was thought 
to be significant though it was 
not known what data was lost.  

No formal disciplinary 
action - ICO informed 

No  No  

1 Police  

Email sent to incorrect 
recipient. The email contained 
the sensitive personal data of 
two suspects. 

No formal disciplinary 
action - ICO informed 

No  No  

1 Police  
Two witness statements that 
were taken subsequently 
went missing 

Ongoing. Reported to 
ICO.  

No  No  
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Appendix 1: Methodology 
 

A Freedom of Information request was sent to all UK police forces beginning on the 5th 
January 2016.  

We asked for the number of times police officers and staff had been convicted, dismissed or 
disciplined internally for a data breach. In addition we asked for the number of employees 
that had resigned because of a data breach and those that hadn’t received any disciplinary 
action.   

We received a 95% response rate. For the purposes of this report responses were included 
until 1st July 2016.  
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Appendix 2: Original Freedom of Information Request 
 

Dear Sir or Madam  

I am writing under the Freedom of Information Act 2000 to request information about breaches of 

the Data Protection Act 1998 in your police force, specifically I am requesting: 

1. The number of a) Police officers and b) civilian employees that have been convicted for 

breaches of Data Protection Act 1998.  

2. The number of a) Police officers and b) civilian employees that have had their employment 

terminated for breaches of the Data Protection Act 1998.  

3. The number of a) Police officers and b) civilian employees that have been disciplined 

internally for breaches of the Data Protection Act 1998.  

4. The number of a) Police officers and b) civilian employees that have resigned during 

disciplinary procedures 1998. 

5. The number of instances where a breach has not led to any disciplinary action.  

In each case, I request that you provide a list of the offences committed by the individual(s) in 

question, for example "Accessed personal information for personal interest" or "Inappropriately 

shared victim information with a third party". 

I request that the time period covered is 1st June 2011-31st December 2015.  

I further request that the information be displayed in the following format, I have provided the 

following examples for clarification: 

Police/Civilian  

Outline of what was 
lost/reported 
missing/accessed 

Data contained  
Action taken 
criminal/ 
discipline 

Additional 
responses to 
rectify loss 

Example: Civilian  Police USB stick lost. 

Employee 
names, dates 
of birth and 
email 
addresses. 

First written 
warning issued. 

Additional 
training 
given. 

Example: Police  Police laptop stolen. 

Names of local 
residents who 
have reported 
a crime.  

Suspended 
from work 
without pay for 
two weeks. 

None - laptop 
encrypted. 

 

My preferred format to receive this information is electronically, but if that is not possible I will 

accept hard copies. 

I understand under the Freedom of Information Act that I am entitled to a response within twenty 

working days.  
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I would be grateful if you could confirm this request in writing as soon as possible.  
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About Big Brother Watch 

 
Big Brother Watch was set up to challenge policies that threaten our privacy, freedoms and 

our civil liberties, and to expose the true scale of the surveillance state.  

Founded in 2009, we have produced unique research exposing the erosion of civil liberties 

in the UK, looking at the dramatic expansion of surveillance powers, the growth of the 

database state and the misuse of personal information.  

We campaign to give individuals more control over their personal data, and hold to account 

those who fail to respect our privacy, whether private companies, government departments 

or local authorities.  

Protecting individual privacy and defending civil liberties, Big Brother Watch is a campaign 

group for the digital age. 

If you are a journalist and you would like to contact Big Brother Watch, including outside 

office hours, please call +44 (0) 7505 448925 (24hrs). You can also email: 

info@bigbrotherwatch.org.uk 

For written enquiries: 

Big Brother Watch  

55 Tufton Street  

London  

SW1P 3QL 

www.bigbrotherwatch.org.uk



 

138 
 

 





House of Lords hits out at Snooper's Charter | IT PRO

http://www itpro co uk/government-it-strategy/26806/house-of-lords-hits-out-at-snoopers-charter[25/11/2016 17:26:06]

GOVERNMENT IT STRATEGY |

INVESTIGATORY POWERS BILL | SNOOPER'S CHARTER |

HOUSE OF LORDS
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28 Jun, 2016

Particular concerns have been raised around the protections for journalists and their
sources, as well as the privacy of the general public.

Press Gazette reports that Lords Rosser and Strasburger spoke out against the bill's
current wording.

Lord Rosser said: "We have already secured amendments to the bill providing that
judicial commissioners, when considering a warrant, must give weight to the
overriding public interest in a warrant being granted for the use of investigatory
powers against journalist ... however, there are still matters outstanding on this
point, including the extent to which the bill does or does not provide for the same
level of protection for journalists as is currently the case under the Police and
Criminal Evidence Act."

"There is also the question of the definition of who is and who is not a journalist
now that we are in the digital world," he added. "This is not about preserving the
special status of individuals who work in journalism or the legal profession, or
indeed as parliamentarians, but about protecting the public and their ability to raise
issues through these channels on a secure and confidential basis."

Lord Strasberger, meanwhile, said: "There needs to be much better protection in the
Bill, as we have already heard, for privileged communications such as those between
lawyers and their clients, journalists and their sources and MPs and their
constituents."

He added that the provision for the indiscriminate bulk collection of data from
internet users is "highly intrusive, difficult and expensive to implement".

He also pointed out that reviews of such policies in Denmark and the USA have
revealed they had no significant impact on detecting and preventing crime. The
former country therefore abandoned the practice in 2014, although the latter has not
formally undertaken any such measures yet.

Lord Paddick sounded a similar note, with both him and Strasberger pointing out
that the security services, who are supposed to benefit from this clause, had not
actually asked for it.

Strasberger also hit out at the continued threat to encryption contained in the Bill,
saying that it needs to be removed in its entirety, for both security and democratic
reasons.

"Strong encryption, as the Government have recognised in this House, is vital to our
personal security and the integrity of our finance and commerce sectors. If [the bill]
were enacted unchanged, innocent UK citizens would not be far behind their North
Korean and Chinese counterparts in a contest to be the most spied-on population in
the world. The powers in the Bill are very broad and very intrusive--more so than in
any of our democratic allies."

Although the House of Commons has voted to pass the IP Bill, the Lords could
defeat it, particularly as there is a Conservative minority in the house.
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